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Abstract 

The purpose of this Deliverable is to introduce the specifications of the 5G ESSENCE Edge Cloud 

infrastructure utilised in 5G ESSENCE Use Case 3 (UC3). 

 

This use case focuses on the design, requirements and implementation details of the extensive 

demonstration plan related with the UC3, having the ultimate goal of understanding of the 

usability of the 5G ESSENCE Edge Cloud in an embarked private wireless network, with the aim of 

producing recommendations and feedback for the adaptation of the prototype platform for 

specific use in dense indoor environments (incl. airplanes, trains, etc.), defining the reference 

architecture for embarked 5G RAN networks. This demonstration and validation work related with 

the WP7, will be carried out in a structured effort to pave way for future aeronautical qualification 

and certification of the respective 5G ESSENCE Edge Cloud system components, and hence will 

significantly contribute to the further exploitation and commercial validation of the system 

beyond the finalization of the project. 

 

Finally, this document describes the physical testbed for WP7 will be set up and hosted within the 

cabin mock-up laboratory facility of ZII (at Munich, Germany) and will integrate the 5G ESSENCE 

system elements into a single platform.  
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Executive Summary 

This document is focused on the concept definition of a reference implementation of the 5G ESSENCE 
Edge Cloud RAN infrastructure in a very demanding and stringent scenario that can become one of 
the most relevant use cases of a 5G private RAN network. The passenger connectivity industry 
projections show a tremendous increase of the demand of network services and media content 
delivery in the aircraft, as the Ubiquitous Wireless Connectivity is no longer the domain of business 
and first-class air travelers, and the enhancement of the In-Flight experience relies in many aspects in 
being able to offer the same connectivity experience the people has using terrestrial 4G and 5G 
networks. 
This reference implementation defines several guidelines that constitute the pillars of the future 
commercial solution that can emanate from this work performed within the Work Package 7, devoted 
to demonstrate using a real-world testbed an embarked 5G Multi-RAT Radio Access Network applying 
the technical solutions and concepts specified and design in the more research-oriented WP3 and 
WP4. 
This deliverable also defines the selected realization of the 5G ESSENCE architecture, defining the 
application to the In-Flight network use case, analyzing its constitutive software components as well 
as the 5G ESSENCE Edge Cloud NFVI tailored to support a Multi-RAT vRAN and a set of demanding 
network services deployed in the Mobile Edge Computing platform of the Edge Datacenter for 
delivering an optimal performance and user experience. 
Finally, a selected set of service integration and interoperability test cases are defined in order to 
enforce the collaboration between the different partners that are collaborating with the common 
goal of implementing a fully functional implementation of the 5G Multi-RAT vRAN in the cabin mock-
up laboratory to replicate the aircraft scenario recreating the deployment challenges of this particular 
ultra-dense small cell network. 
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Glossary 

Acronym Explanation 
3DES Triple Data Encryption Standard 

3GPP The Third Generation Partnership Project 

4G The Fourth Generation of Mobile Communications 

5G The Fifth Generation of Mobile Communications 

5GC 5G Core Network 

5GPPP 5G Public Private Partnership 

5GS 5G System 

a.k.a. also known as 

A2G Air to Ground 

AAA Authentication, Authorization and Accounting 

AES Advanced Encryption Standard  

AKA Authentication and Key Agreement 

AMBR Aggregated Maximum Bit Rate 

AMF Access and Mobility Management Function 

AMM Alert Mitigation Manager 

ANSI American National Standards Institute 

AP Access Point 

AP Application Protocol 

API Application Programming Interface 

APN Access Point Name 

app Application 

ARP Address Resolution Protocol 

ASN.1 Abstract Syntax Notation One 

AUSF Authentication Server Function 

AVC Advanced Video Coding  

BS Base Station 

BSSID Basic Service Set Identifier 

BYOD Bring-Your-Own-Devices 

C-RAN Cloud-RAN 

CAPWAP Control and Provisioning of Wireless Access Points 

CESC Cloud-Enabled Small Cell 

CESCM Cloud-Enabled Small Cell Manager 

CLI Calling Line Identity 

CM Configuration Management 

CN Core Network 

CP Control Plane 

CPU Central Process Unit 

cRRM centralized Radio Resource Management 

CS Circuit-Switched   

CSA Channel Switch Announcement 

CSCF Call Session Control Function 

cSD-RAN centralized Software-Defined Radio Access Network 

CU Central Unit 

CUPS Control and User Plane Separation 

DAGC Direct Air-to-Ground Communications 

DASH Dynamic Adaptive Streaming over HTTP 

DB Data Base, Database 

DC Data Center 

DCN Dedicated Core Network 

DECOR Dedicated Core Network 

DES Data Encryption Standard 
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DFS Dynamic Frequency Selection 

DHCP Dynamic Host Configuration Protocol 

DL Downlink 

DMS Direct Multicast Service  

DNS Domain Name Server 

DNS Domain Name System 

DU Distributed Unit 

E2E End-to-End 

E-RAB E-UTRAN Radio Access Bearer 

E-UTRA Evolved Universal Terrestrial Radio Access 

E-UTRAN Evolved Universal Terrestrial Access Network 

EAP Extensible Authentication Protocol 

EARFCN Evolved-UTRA Absolute Radio Frequency No. 

EBCF Event Based Charging Function 

EMS Element Management System 

eNB Evolved Node B 

EoGRE Ethernet over Generic Routing Encapsulation 

EPC Evolved Packet Core 

EPS Evolved Packet System 

ESP Encapsulating Security Payload 

ETSI European Telecommunications Standards Institute 

EU End-User 

EVS Enhanced Video Service 

F1AP F1 Application Protocol 

FM Fault Management 

FDD Frequency Division Duplex 

fps frames per second 

FTP, ftp File Transfer Protocol 

FW FireWall 

FWaaS FireWall as-a-Service 

GA Grand Agreement 

GbE Gigabit Ethernet 

GBR Guaranteed Bit Rate 

GGSN Gateway GPRS Support Nodes 

gNB 5G Node B 

GPRS General Packet Radio Service 

GPS Global Positioning System 

GRE Generic Routing Encapsulation 

GS Group Specification 

GSM Global System for Mobile communications 

GTP GPRS Tunneling Protocol 

GUI Graphical User Interface 

GUTI Globally Unique Temporary Identifier 

GW Gateway 

H2020 Horizon 2020 

HD High Definition 

HeNB Home eNodeB 

HEVC High Efficiency Video Coding  

HFN Hyper Frame Number 

HLR Home Location Register 

HMAC Hash Message Authentication Code 

HO Handover 

HPLMN Home Public Land Mobile Network 

HSS Home Subscriber Server 

HT, ht High Throughput 
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http, HTTP HyperText Transfer Protocol 

https, HTTPS HyperText Transfer Protocol Secure  

HW Hardware 

I/O, i/o Input/Output 

I-CSCF Interrogating-CSCF  

IaaS Infrastructure as-a-Service 

IATA International Air Transport Association 

ICT Information Communication Technology 

ID, id Identifier  

IEC International Electrotechnical Commission 

IEEE Institute of Electrical and Electronic Engineers 

IETF Internet Engineering Task Force 

IFE In-Flight Entertainment 

IFEC In-Flight Entertainment and Connectivity 

IKE Internet Key Exchange 

IMT International Mobile Telecommunication 

IMS IP Multimedia Subsystem 

IMSI International Mobile Subscriber Identity  

IoT Internet of Things 

IP Internet Protocol 

IPv4 Internet Protocol version 4 

IPv6 Internet Protocol version 6 

IPR Intellectual Property Right 

IPsec Internet Protocol Security 

IPVS IP Virtual Server 

IRAT Inter Radio Access Technology 

IRP Integration Reference Point 

IS Information Service 

iSCSI Internet Small Computer System Interface 

ISO International Organization for Standardization 

ITU International Telecommunication Union 

ITU-T International Telecommunication Union – Telecommunication 
Standardization Sector 

KPI Key Performance Indicator 

KVM Kernel-based Virtual Machine 

LA Location Area  

LAN Local Area Network 

LBaaS Load Balancer as-a-Service 

LCM Life Cycle Management 

LTE Long Term Evolution 

LVAP Light Virtual Access Point 

LWM2M Lightweight M2M  

M2M Machine-to-Machine 

MAC Medium Access Control 

MAN Management 

MAN Metropolitan Area Network 

MANO Management and Network Orchestration 

McastIP multicast IP address 

MCC Mobile Country Code 

MCS Modulation and Coding Scheme 

MD5 Message Digest 5 

ME Media Engine 

ME Mobile Edge 

MEC Mobile Edge Computing  

MME Mobility Management Entity 
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MMEGI Mobility Management Entity Group Identity 

mMTC massive Machine Type Communication 

MNC Mobile Network Code 

MNO Mobile Network Operator 

MO Mobile Operator 

MOCN Multi Operator Core Network 

MPD Media Presentation Description 

MPEG Moving Pictures Experts Group 

msg message 

MSIN Mobile Station Identification Number 

MTBF Mean-Time-Between-Failures 

MTTR Mean-Time-To-Repair 

MTU Maximum Transmission Unit 

MVNO Mobile Virtual Network Operator 

n.d. no date 

NAS Network-Attached Storage 

NAT Network Address Translation 

NBIF Northbound Interface 

NETCONF Network Configuration Protocol 

NF Network Function 

nFAPI network Functional Application Platform Interface 

NFP Network Function Provider 

NFS Network File System 

NFV Network Function Virtualization 

NFVI Network Function Virtualization Infrastructure 

NFVO Network Function Virtualization Orchestrator 

NG-RAN Next Generation Radio Access Network 

NG  Next Generation 

NGAP Next Generation Application Protocol 

NGMN Next Generation Mobile Networks 

NIC Network Interface Controller 

NIST National Institute of Standards and Technology 

NMS Network Management System 

NO Network Operator 

NPV Net Present Value 

NR New Radio 

NRF NF Repository Function 

NRT Non-Real Time 

NS Network Service 

NSA Non-StandAlone 

NSD Network Service Descriptor 

NTP Network Time Protocol 

O&M Operations and Maintenance 

OAI OpenAirInterface 

OAM Operations, Administration and Management 

OCF Online Charging Function 

ODL OpenDayLight 

OF Open Flow 

ONOS Open Network Operating System 

OS OpenStack 

OS Operating System 

OSM Open Source Management and Orchestration 

OTT Over-The-Top Player 

P-CSCF Proxy Call Session Control Function 

PA Placement Assistance 
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PCAP Packet Capture 

PCI Physical Cell ID 

PCRF Policy and Charging Rules Function 

PDCP Packet Data Convergence Protocol 

PDN Packet Data Network 

PDN-G Packet Data Network - Gateway 

PDU Protocol Data Unit 

PED PErsonal Device 

PFCP Packet Forwarding Control Protocol 

PGW Packet Data Network Gateway 

PHY Physical layer 

PLMN Public Land Mobile Network 

PLMNID, PLMN-ID Public Land Mobile Network Identifier 

PM Performance Management 

PNF Physical Network Function 

PoC Proof of Concept 

PoP Point of Presence 

PRB Physical Resource Block 

PS Packet-Switched  

PSS Packet-switched Streaming Service 

QCI Quality Class Identifier 

QoE Quality of Experience 

QoS Quality of Service 

RA Routing Area  

RAB Radio Access Bearer 

RADIUS Remote Authentication Dial In User Service 

RAM Random Access Memory 

RAN Radio Access Network 

RAT Radio Access Technology 

RBG Resource Block Group 

REST Representational State Transfer 

RF Radio Frequency 

RFC Request For Comments 

RIA Research and Innovation Action 

RLC Radio Link Control 

RLF Radio Link Failure 

RoI Return of Investment 

RPC Remote Procedure Call 

RR Round-Robin 

RRC Radio Resource Control 

RRM Radio Resources Management 

RT Real Time 

RU Remote Unit 

Rx Reception 

S-CSCF Serving- Proxy Call Session Control Function 

S1AP S1 Application Protocol 

SA Security Association 

SA StandAlone 

SaaS Software as-a-Service 

SaMOG S2a Mobility Over GTP 

SAND Server and Network Assisted DASH 

SAS Serial Attached  Small Computer System Interface 

SBCF Session Based Charging Function 

SC Small Cell 

SCaaS Small Cell as-a-Service 
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SCNO Small Cell Network Operator 

SCSI Small Computer System Interface 

SCTP Stream Control Transmission Protocol 

SD-RAN Software-Defined Radio Access Network 

SD Software-Defined  

SD Standard Definition 

SDAP Service Data Adaptation Protocol 

SDN Software-Defined Network 

SDR Software-Defined Radio 

SDWN Software-Defined Wireless Network 

SGCN Serving GPRS Support Nodes 

SGW Serving Gateway 

SHA Secure Hashing Algorithm 

SIM Subscriber Identity Module 

SINR Signal-to-Noise Ratio 

SIP Session Initiation Protocol 

SLA Service Level Agreement 

SMF Session Management Function 

SN Subscriber Number 

SNMP Simple Network Management Protocol 

SNP Simple Network Management Protocol 

SP Service Provider 

SON Self-Organized Network 

SR-IOV Single Root I/O Virtualization 

SR-IOV VF SR-IOV Virtual Function 

SRS Software Radio Systems 

SSID Service Set IDentifier 

SSL Secure Sockets Layer 

SW Software 

TA Tracking Area 

TAC Tracking Area Code 

TCP Transmission Control Protocol 

TG Traffic Generator 

ToC Table of Contents 

TR Technical Report 

TS Technical Specification 

TTI Transmission Time Interval 

TV Television 

TWAG Trusted Wi-Fi Access Gateway 

Tx Transmission 

UC Use Case 

UDM Unified Data Management 

UDP User Datagram Protocol 

UE User Equipment 

UHD Ultra High Definition 

UI User Interface 

UL Uplink 

UMTS Universal Mobile Telecommunications System 

UP User Plane 

UPF User Plane Function 

URL Uniform Resource Locator 

URLLC Ultra-Reliable and Low Latency Communications 

VAP Virtual Access Point 

vEPC Virtual Evolved Packet Core 

vGTP virtual GPRS Tunneling Protocol 
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VHT, vht Very High Throughput 

VIF Virtual Access Interface 

VIM Virtualized Infrastructure Manager 

VLAN Virtual Local Area Network 

VM Virtual Machine 

VNF Virtualized Network Function 

VNFC Virtualized Network Function Component 

VNFM Virtualized Network Function Manager 

vNIC virtual Network Interface Controller 

VNO Virtual Network Operator 

VoLTE Voice over LTE 

VPF Virtual Filtering Platform  

VPLMN Visited Public Land Mobile Network 

VPN Virtual Private Network 

VSCNO Virtual Small Cell Network Operator 

VXLAN Virtual Extensible LAN 

WAP Wireless Access Point 

WG Work Group 

Wi-Fi, WiFi Wireless Fidelity 

WLAN Wireless Local Area Network 

WP Work Package 

WT Wireless Terminator 

WWW, www World Wide Web 

X2AP X2 Application Protocol 

XnAP Xn Application Protocol 

XwAP Xw Application Protocol 

XnAP Xn Application Protocol 

XwAP Xw Application Protocol 

YANG Yet Another Next Generation 

ZFS Zettabyte File System 
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1 Introduction 

1.1 Motivation 
 
The 5G ESSENCE Use Case 3 (UC3) targets providing the reference 5G network architecture and 
implementation for In-Flight 5G Communication Systems, with the aim of providing a variety of on-
board connectivity services, promoting the ubiquitous access of broadband services. In that sense, In-
Flight Entertainment and, in general, enhanced Broadband Connectivity represents one of the biggest 
opportunities for the generation of ancillary revenue that is currently in its infancy in the commercial 
aviation sector. The commercial aviation market is evolving very fast, developing new trends and 
dynamics that have the potential to augment the current existing model of supplemental revenue, 
representing as well a new business opportunity for Mobile Network Operators (MNOs) and IaaS 
providers. 
 
The 5G enhanced Mobile Broadband services offer the opportunity for a step-change encompassing 
both digital and e-tailing opportunities. Mobile Broadband has the potential to be a disruptor revenue 
generator for commercial airlines, fostering new opportunities that leverage changing social, 
economic and technical factors that can potentially enrich the onboard and operational experience, 
extending the benefits of the 5G connectivity to one of the most dynamic markets in the current 
economy.  
 
The additional revenue for airlines and network operators include monetizing passengers to a greater 
degree, whilst concurrently enhancing their on-board travel experience and generating a greater 
loyalty to the airline. As a result, airlines can gain a higher Net Present Value (NPV) per passenger, 
maximizing the return on investment (ROI) in onboard broadband connectivity.  
 
The promise of 5G ubiquitous mobile broadband coverage leads to design systems where the 
onboard connectivity experience begins to be comparable to terrestrial broadband, thus: creating 
significant opportunities for the aircraft cabin to generate high broadband-enabled ancillary revenue; 
making possible for airlines to dramatically expand their shopping offers beyond the narrow sample 
offered today, and; expanding the current duty-free basket of goods offered to a wide portfolio of 
products. 
 
According to the London School of Economics, the global airline industry is on the cusp of a 
connectivity revolution, but only around 25% of planes in operation are offering some solutions of on-
board broadband implemented, using several technologies and architectures with external and/or 
internal connectivity in terms of service location, with variable quality, with patchy coverage, slow 
speeds and low data limits. Following IATA projections, by 2035, inflight connectivity will be available 
in almost all regional and international flight supporting ubiquitous high-speed backhaul across 
almost the entire world. Using as well IATA passenger traffic data and forecasts of growth, including 
an expected doubling of passenger numbers to 7.2 billion annually, the experts of London School of 
Economics forecast that broadband-enabled ancillary revenue will reach an estimated $30 billion for 
airlines by 2035 [1].  
Overall, a total market of $130 billion of additional revenues will be created, generating new 
businesses for different market actors including traditional network operators, Infrastructure 
providers and others like content providers, retail goods suppliers, hotel and car suppliers, airlines 
and advertisers. 
 
For achieving this goal, a totally new network infrastructure is needed, and the 5G ESSENCE entire 
effort targets specifically providing a highly efficient, evolvable and flexible solution that can be 
tailored to the new demands and use cases of this demanding market.   
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1.2 Objectives 
 
The 5G ESSENCE IFEC use case targets to demonstrate and validate a 5G-enabled multi-tenant multi-
technology wireless network solution for providing to the passengers and the crew a new and 
improved quality of experience based in enhanced Mobile Broadband connectivity, using personal 
devices and seat screens, served from both the on-board 5G Edge Cloud Edge and via Satellite or 
Direct Air2Ground links. This deliverable aims to describe the infrastructure that implements the 
proposed solution. 
 
In particular, this deliverable includes a detailed description of the different network elements and 
functions used in the 5G ESSENCE prototype integration to the IFEC scenario, including the 
documentation and the actual VNFs used in this particular network implementation for the sake of 
providing the different connectivity services envisioned for this use case.  
 
The complexity of the aircraft scenario and the cooperation amongst the different partners of the 5G 
ESSENCE consortium, require to integrate solutions from multiple partners, guaranteeing the 
interoperability between the different sub-systems to create a coherent and coordinated solution 
incorporating different components coming from different partners; so in this document, the 
protocols and interfaces used for each network function and service and the test cases used for 
verifying the consecution of the planned goals of this Use Case. 
 
 

1.3 Structure of the document 
 
This document is structured as follows:  

 
 In Section 2, are presented the high-level design of the aircraft network, including the 5G 

ESSENCE Cloud Edge infrastructure used for the Use Case 3 system demonstrator. 
   

 In Section 3, the services used in the Use Case are defined in order to provide a clear 
understanding of the different network functions deployed in the Cloud Edge, describing the 
details of each one, specifying as well the Virtual Network Functions deployed in this use case, 
taking into consideration the specific options used for implementing the Network Slicing 
concepts applied in the different system components including example of slice descriptors, 
instantiation and lifecycle management. 
 

 The Section 4 discusses techniques and features for the Advanced Monitoring solution 
developed in the Work Package 4 (WP4), specifying how the Prometheus solution is used in 
this 5G network realization, describing different exporters and the different OAM related 
services (Configuration Management, Fault Management and Performance Management).  
 

 Section 5 describes the integration strategy used for the interoperation of the different system 
components, sketching the main test cases used for performing the validation of the solution 
for the In-Flight Connectivity Use Case. 
 

 And finally, the Section 6 presents the main conclusions of the deliverable and final remarks. 
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2 5G ESSENCE test-bed network layout for In-Cabin 
communications 

 
The In-Flight Entertainment and Communications (IFEC) systems onboard aircrafts are currently 
implemented, integrating wired and wireless networks used for delivering different services. The 
wired network mainly consists on Gigabit Ethernet (GbE) cables connecting one-after-the-other each 
built-in seat screen to a media server. The wireless networks are typically based on unlicensed radio 
access technologies, specially using Wi-Fi, and are used to distribute the media content into the 
Personal Devices (PEDs) of the passengers, via an airline app. In some aircrafts, some Licensed Radio 
Access Technologies (i.e.: 2G/3G/4G) have been deployed as well. However, in the 4G era, the 
embarked wireless infrastructure is still mainly used for telephony and basic Internet Access, provided 
the existence of a satellite on-board connection, but are still not targeting enhancing the passenger or 
crew in-flight experience. 
 
The 5G ESSENCE project proposes -in this Use Case 3- a reference integration solution of a service-
centric 5G network within an aircraft for the 5G Era. This novel solution uses a new approach in which 
the GbE network can be almost substituted by a fully integrated and coordinated multi-RAT access 
network, managed by different cSD-RAN controllers deployed in the 5G ESSENCE Edge Cloud for 
optimally manage the available radio resources in both licensed and unlicensed spectrums. 
Implementing this novel strategy, the weight and the maintenance costs of the wires can be greatly 
diminished, minimizing as well the exposure of system to potential bottlenecks related to the scenario 
where multiple passengers access the media server simultaneously [1].  
 
Moreover, thanks to the 5G ESSENCE native multi-tenancy, the potential business models and 
monetization possibilities are highly diversified allowing introducing a new group of actors like IaaS 
providers, Mobile Network Operators, Service and Content Providers or the airline itself. Those 
players can deploy several network services over the Mobile Edge Computing (MEC) platform in the 
Edge Cloud through the Network Exposure Function of the 5G network using the slicing features of 
the solution for guaranteeing the desired service isolation and the SLAs promised to the end users 
and internal services. This embarked Multi-Operator Core Network can also potentially deploy mMTC 
and URLLC slices for aircraft sensors and on-board high-end IoTs offering a myriad of new connectivity 
services for both the crew and the passengers with the final goal of enriching and enhancing the in-
flight experience.  
 
In the previous deliverable D7.1 [2], the testbed components -hardware and software-wise- for the 
5G ESSENCE UC3 were introduced. In this section, a deeper look is taken at that system architecture, 
further describing the IFEC testbed and its network layout. 

 

2.1 Radio Access Network layout definition 
 
The In-Flight Radio Access Network is a centrally managed virtualized edge Multi-RAT access network 
composed by licensed and unlicensed carrier components and service layers for providing a future-
proof 5G RAN infrastructure for achieving the 5G promise of ubiquitous mobile broadband coverage. 
 
Looking at the 3GPP scenario definition [55], the deployment environment and characteristics allow 
defining this 5G ESSENCE Use Case 3 as an ultra-dense Small Cell (SC) network. 
 
Following the 5G ESSENCE principles, the UC3 RAN design responds to the need for providing an 
optimal exploitation of heterogeneous wireless systems, together with the ability of greatly increasing 
the pervasive densification of 5G technology to provide higher capacity and support for an enhanced 
QoE throughout the use of the 5G ESSENCE Centralized Radio Resource Management (RRM) Function 
and the Multi-Access Radio Resource Abstraction Function.   
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This envisioned cooperation and coordination amongst licensed and unlicensed radio access 
technologies enables the evolution of the 5G network infrastructure towards breaking the spectrum 
and technology silos for an optimal service provisioning and quality of experience through a seamless 
traffic (control and user data) steering and offloading from licensed RATs to unlicensed RATs or vice-
versa together with the aggregation of heterogeneous radio resources for an enhanced service 
provision. 
 

In a real-world environment and targeting a fully fleshed commercial solution, this infrastructure aims 
to optimize the overall service latency, by using both the network services deployed in the MEC 
function of the local Edge Cloud, that integrates the current Media Server used for providing the 
content to the seat screens as well as other edge services, and an enriched Internet Access using the 
most advanced backhaul technologies like Direct Air to Ground Communications link, or; the use of 
satellite links using the latest transponder technology able to provide Gigabit satellite links with very 
small latency deployed in low earth orbits like the LeoSat system, that is able to deliver 1.6 Gbps of 
full-duplex connectivity per link, and 5.2 Gbps where needed, with an earth to space latency directly 
under each satellite lower than 20ms, combining optical backbones in low earth space orbits for 
achieving an overall transport latency in average below 120ms [56], which makes this backhaul 
technology suitable for delivering almost all of the current 4G operator services including voice 
communications.  
   
In this context, the optimal use of 5G licensed RATs gains ground by gathering new services in the 
IFEC scenario that have stringent requirements in terms of Quality of Service that are translated into 
service-specific SLAs, such as: VoLTE for cabin crew communications, live video transcoding and 
streaming services to passengers or ultra-reliable sensors or high-end IoTs deployed in the aircraft, 
while the unlicensed Wi-Fi network allows an efficient offloading of certain network services with 
lesser stringent QoS requirements (like the implementation of a new media content delivery) and is 
used to efficiently multicast safety announcements or targeted commercials to the passengers. 
 
The implementation of this RAN design concept relies on natively integrating Wi-Fi as part of the 
aircraft operator’s infrastructure, managing it as a single and heterogeneous radio access network. 
The 5G ESSENCE Edge Cloud solution then provides substantial benefits in terms of enhancing both 
the capacity and the user experience especially in ultra-dense scenarios where interference and 
available spectrum resources poses restrictions on the number of radio base stations with a large 
number of connected users. This native integration, as will be described in following sections, implies 
unifying the radio access technology selection and user authentication in order to use in any wireless 
device a common and shared operator managed solution, thus enhancing the quality of experience 
and the security of the In-Flight RAN infrastructure, and providing the ability to enforce common 
security and authentication policies for both licensed and unlicensed RATs for having a single user 
management framework. 
 
The 5G ESSENCE defines a solution that empowers the Multi-RAT coordination and cooperation for 
achieving the desired Service Level Agreements for each service promised by the Aircraft Operator. 
The 5G ESSENCE Cloud Edge RAN integrates licensed and unlicensed RATs operating in both licensed 
and unlicensed spectra in order to “meet” the end user requirements in terms of usability, also taking 
into consideration the availability of WiFi radio interfaces and licensed radio interfaces in Personal 
Electronic Devices. Unlicensed Spectrum operation and especially Wi-Fi plays a strategic role to 
effectively increase network capacity to meet the ever increasing demand for data in ultra-dense 
networks like the one we may have within the aircraft, allowing to securely increase the overall 
network capacity in a cost effective manner. 
 
The 5G ESSENCE solution is providing an abstraction function with the final goal of dramatically 
improving the QoS features of WiFi and moving licensed technologies to the unlicensed spectrum in a 
coordinated way for using all the available spectrum resources. The RAN design takes into 
consideration that 3GPP and IEEE have very different standardization processes and system design 
goals, resulting in complementary solutions, each with its own strengths and specific features. The 5G 
ESSENCE RAN design envisions a deeper convergence between the technologies in the 5G era, where 
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the cooperation goes far beyond the local offloading from cellular to WiFi but till the collaboration of 
both RATs to deliver a much better user experience. 
Such a Multi-RAT environment will be fundamental in the use case demonstration showcased in UC3, 
namely Transcoding, RAN slicing, and Efficient Multicast. The RAN slicing and the Efficient Multicast 
use cases leverage 4G and WiFi radio access technologies respectively for providing these 
functionalities. While the RAN Slicing is tailored to be used in the passenger’s PEDs accessing to MEC 
services deployed in the Edge Cloud, the Wi-Fi will be demonstrated for providing an efficient 
multicast delivery that will be used for the distribution of various multimedia content directly to the 
seat screens. Such use cases will be performed taking as a reference an open-source SDN 
experimental platform simultaneously managing both Wi-Fi and LTE networks named 5G-EmPOWER 
[11], a commercial licensed RAN solution named Axyom edgeRAN solution

1
 and another research 

oriented solution, the i2CAT cSD-RAN WiFi controller.  
 
Then, as a summary, the 5G ESSENCE Use Case 3 Radio Access Network layout design is composed of 
several heterogeneous Radio Access Technologies (RATs) with the ultimate goal of delivering 
enhanced 5G network services to the end-users. Such technologies (e.g., Wi-Fi, 4G and 5G in the 
future) coexist and cooperate using both licensed and unlicensed spectrums and access models to 
dramatically increase the aggregated network capacity of the Radio Access Network (RAN) over 
multiple frequency bands. Nevertheless, the deployment of this 5G ESSENCE Multi-RAT network 
requires a detailed deployment plan for each radio access technology considering each RAT as one of 
the multiple layers combined into a single network. As a consequence, it is needed to take into 
account coverage and capacity planning per band and technology, frequency planning and its impact 
on system interference and SINR design targets, traffic sources and performance limitations as well as 
other implementation aspects.   
 

2.1.1 Licensed Access Network Model 
The Licensed Access Network can be defined as a Private Enterprise Cellular Licensed Small Cell 
Network with a Dedicated Multi-Operator Core Network, taking advantage of the architectural 
enhancements defined by 3GPP in Rel.13

2
 and onwards, for supporting dedicated core networks fully 

integrated with licensed RAN operating in FDD sub-6GHz spectrum. 
 
DECOR technology

3
 allows an operator to enrich its own network architecture by deploying one or 

more dedicated core networks within a PLMN, enabling dedicating a certain instance for a specific 
subscriber type or for providing local services in an enterprise private network where the users can 
access to local services by means of using dedicated S-GW / P-GW / PCRF

4
 instances that provide a 

strict service isolation. The specific dedicated core network that serves a UE (User Equipment) can be 
selected based on the UE subscription information and the operator’s network configuration, without 
requiring the UEs to be modified. Dedicated Core Networks (DCNs) can either provide specific 
characteristics and functions to the UE or subscriber, or isolate them from other subscribers, like in 
case of Machine-to-Machine (M2M) subscribers or subscribers belonging to a specific corporate or 
separate administrative domain. 
 
Technically speaking, delivering the network services described in previous sections with the desired 
service isolation is possible thanks to the MOCN on-board and isolated service-related Packet Data 
Networks, where one instance of the Core Network (Core Network A) is only used by the cabin crew 

                                                           
1
  For more relevant informative data also see, among others: https://www.casa-systems.com/product-

mobile.html  
2
  The 3GPP Release 13 comprises around 170 high-level features and studies. For more details also see: 

https://www.3gpp.org/release-13   
3
  See, for example: 

https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=868 
4
  A Policy and Charged Rule Function (PCRF) is the software node designated in real-time to determine policy 

rules in a multimedia network. For further informative details also see, among others: 
https://en.wikipedia.org/wiki/Policy_and_charging_rules_function  

https://www.casa-systems.com/product-mobile.html
https://www.casa-systems.com/product-mobile.html
https://www.3gpp.org/release-13
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=868
https://en.wikipedia.org/wiki/Policy_and_charging_rules_function
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providing access to Internet and the local PDN terminating the VoLTE service, and another Core 
Instance (Core Network B) dedicated to provide connectivity to the passengers, providing access to 
Internet and the local PDN terminating the available inflight services using service-related (instead of 
network-related) Service Level Agreements, thanks to the RAN slicing capabilities following the main 
principles of the 5G Service-Based Architecture, as it is shown in Figure 1, where the network 
topology is described. 
 

 

 
Figure 1: 5G ESSENCE In-Cabin Licensed Network Layout 

 

Within this Edge Cloud Radio Access Network concept and implementation, Software-Defined 
Networking (SDN) and Network Function Virtualization (NFV) are the pillars, the fundamental 
technology enablers to achieve the above-mentioned design requirements, providing as well other 
enhancements in terms of additional tools such as, network controllers, open application 
programming interfaces, native virtualization and cloud operation, data plane abstraction and control 
plane separation all of them needed to optimally coordinate and jointly manage the capabilities and 
specific characteristics of several end-to-end RANs. 
 

2.1.2 Unlicensed Access Network Model 

2.1.2.1 WiFi Radio Access Network    
The Unlicensed Access Network is basically composed by a harmonized and coordinated WiFi 
infrastructure, managed by the two WiFi cSD-RAN controllers developed during the 5G ESSENCE 
project execution, which include 5GEmPower WiFi Controller and the i2CAT cSD-RAN WiFi Controller, 
that allow coordinating the different access points through an entity that implements several Layer 3 
procedures over a set of WiFi Access Points (APs). 
 
From a radio operation perspective, the APs use both the 2.4GHz and the 5GHz spectrum in order to 
utilize all the available unlicensed spectrum in the airplane, using the IEEE 802.11ac standard

5
.  

                                                           
5
  For more details also see, inter-alia: https://en.wikipedia.org/wiki/IEEE_802.11ac  

https://en.wikipedia.org/wiki/IEEE_802.11ac
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The In-Cabin unlicensed WiFi network, shown in Figure 2, is basically interfacing two network services, 
which are also shared with the Passenger’s Data Network, where Internet Access using an Internet 
GW and video services Packet Data Network are available through using the Efficient Multicast 
service. 

 
 

Figure 2: 5G ESSENCE In-Cabin Unlicensed Network Layout 
 
Both cSD-RAN WiFi controllers used in the 5G ESSENCE Use Case 3 demonstrator are following the 
design principles used in the licensed network, extensively using native virtualization technologies 
including network slicing and the tools that allows monitoring, orchestrating and self-organizing the 
WiFi infrastructure using the same management framework than in the case of the licensed network. 
 

2.1.2.2 Future evolution in terms of Integration and Coordination of the WiFi Network in 

the 5G ESSENCE Edge Cloud  
The evolution of the WiFi network is highly determined by the strategical forward looking on the use 
of this technology in relation with the Business Case and revenue opportunities related with this 
market segment; this happens by taking into consideration the need of integrating this RAT with 
licensed RATs for delivering several operator-managed services, using a common authentication and 
charging framework. This vision is defining the available options for achieving the needed integration 
and coordination with the 5G licensed RAN. 
 
With the aim of planning the integration strategy for the WiFi infrastructure, it is needed to categorize 
-or define- the specific characteristics of the given infrastructure, in terms of trustiness. A trusted 
network can be defined as the one which is under total control of the network administrator, who is 
responsible for defining and implementing the security policies within a security perimeter in order to 
protect the network users and the infrastructure itself. 
As the backhaul network in the aircraft is operated by the 5G ESSENCE Edge Cloud Infrastructure 
provider, the network can so be considered as a trusted network, because all traffic is routed through 
a self-contained operator-managed physical infrastructure, with a set of well-defined security policies. 
 
Interworking a 3GPP network with a trusted WLAN requires interfacing with a Trusted Wi-Fi Access 
Gateway (TWAG) function according to [53]. The TWAG function terminates a layer 2 (Ethernet over 
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GRE
6
 or Ethernet over IP) interface from the WLAN and provides an S2a (GTP or Proxy Mobile IP 

based) interface to the P-GW or UPF
7
 in case of 5G networks. This architecture is also sometimes 

referred to as the S2a Mobility over GTP (SaMOG) architecture in 3GPP specifications [54], and its 
implementation over the 5G ESSENCE Edge Cloud is shown in Figure 3.  
This evolved architecture offers the ability to independently manage different traffic flows, tunnelling 
only selected traffic to the In-Flight core network (for example, based on a specific SSID

8
 or through a 

walled garden) while the other traffic (for example, free short text messaging and basic internet 
access or whatever other services using an open SSID) may be locally broken out.  
The TWAG is deployed within the Edge Cloud using a plain Ethernet over IP interface towards the 
local 5GCore, but implementing the authentication and the control functions related with the S2a and 
RADIUS

9
 interfaces. 

 
This solution allows deploying a highly flexible wireless infrastructure tailored to the availability of 
licensed and unlicensed radio interfaces in personal electronic devices and smart-phones, where WiFi 
is universally available, enabling the use of a walled garden for WiFi only devices for accessing to 
Internet and the other services hosted in the MEC of the 5G Edge Cloud; or even provided by the 
Ground Operator, enabling coordinating the WiFi infrastructure in a scalable and flexible way for 
supporting as well Dual Connectivity just including in the WiFi AP the WT (WLAN Termination) logical 
entity and the support of the Xw interface ([57], [59]), with a single authentication, accounting and 
charging system for all the passengers’, crew´s and airplane´s network devices using either traditional 
SIM cards or eSIMs of the Aircraft Operator provided for WiFi only devices through a network app 
available in the MEC as it is shown in Figure 3. 

                                                           
6
  Generic Routing Encapsulation is a protocol that encapsulates packets in order to route other protocols over 

IP networks. The GRE is defined by RFC 2784. 
7
  The User Plane Function (UPF) is a fundamental component of a 3GPP 5G core infrastructure system 

architecture. The UPF represents the data plane evolution of a Control and User Plane Separation (CUPS) 
strategy, first introduced as an extension to existing Evolved Packet Cores (EPCs) by the 3GPP in their Release 
14 specifications. CUPS decouples Packet Gateway (PGW) control and user plane functions, enabling the data 
forwarding component (PGW-U) to be decentralized. This allows packet processing and traffic aggregation to 
be performed closer to the network edge, increasing bandwidth efficiencies while reducing network. The 
PGW’s handling signaling traffic (PGW-C) remain in the core, northbound of the Mobility Management Entity 
(MME). 

8
  A service set identifier (SSID) is a sequence of characters that uniquely names a wireless local area network 

(WLAN). An SSID is sometimes referred to as a “network name”. This name allows stations to connect to the 
desired network when multiple independent networks operate in the same physical area. 

9
  Also see: https://www.developingsolutions.com/products/3g-network-testing/wa-interface/  

https://www.developingsolutions.com/products/3g-network-testing/wa-interface/
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Figure 3: 5G ESSENCE S2a Mobility over GTP (SaMOG) architecture for Trusted Wi-Fi 
 
This 5G ESSENCE evolved architecture for the UC3 implements a common authentication framework, 
as shown in Figure 3. Here, the 5G ESSENCE WiFi access network is integrated with the Aircraft 
Operator´s Authentication, Authorization and Accounting (AAA) server using the RADIUS interface. 
Then WiFi devices may be seamlessly authenticated using EAP-SIM/AKA

10
 based on the same 

credentials used to authenticate them onto the licensed network. 
 
With this proposed architecture, the 5G ESSENCE solution allows the reuse of credentials (using a 
physical SIM module or an eSIM) to automatically authenticate almost any device to the Wi-Fi 
network.  
This could be implemented using the EAP-SIM/AKA authentication framework for providing the 
transport and usage of keying, and requires a common AAA authentication server that provides 3GPP 
interfaces to the operator’s HLR/HSS

11
 (subscriber databases) and Policy and Charging Rules Function 

(PCRF) to authenticate the user and enforce network usage policies and guarantees the services SLAs, 
in order to allow the WLAN network enforcing the access policies as determined by the Aircraft 
Operator´s core network. 
 

2.1.3 MOCN Model 
 
There are different options in terms of MOCN implementations, and the selection determines the 
isolation between the different tenants in many aspects, impacting on the network procedures in 
terms of other details like the isolation of the services accessed from the different PLMNIDs. 
 
The main options are the following: 
 

 One or different MMEs serving several PLMNIDs. 
 

                                                           
10

  For more details see: https://community.cisco.com/t5/wireless-mobility-documents/eap-sim-and-eap-aka/ta-
p/3143656  

11
  For more informative details also see, inter-alia: https://www.quora.com/What-is-the-difference-between-

HLR-and-HSS  

https://community.cisco.com/t5/wireless-mobility-documents/eap-sim-and-eap-aka/ta-p/3143656
https://community.cisco.com/t5/wireless-mobility-documents/eap-sim-and-eap-aka/ta-p/3143656
https://www.quora.com/What-is-the-difference-between-HLR-and-HSS
https://www.quora.com/What-is-the-difference-between-HLR-and-HSS
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 Different MMEs serving one PLMNID each. 
 

 A combination of the two previous options. 
 
Every option has its own particular benefits, as responds to a given set of requirements, being of 
course the most flexible the last one as it combines the benefits of the first two options; however the 
selection has an impact on the operational side, as the service isolation when different Core Networks 
are serving different PLMNIDs associated with different services anchored to different PDNs is far way 
more complex requiring other management actions. 
 
In any case, in the 5G ESSENCE´s Use Case 3, the main goal of having different and totally isolated 
Core Network instances is for physically separating the Crew and Aircraft-related traffic from the 
passenger traffic by means of having two Core Network instances as it is depicted in Figure 4. 
 

 
 

Figure 4: In-Cabin Network MOCN architecture 
 
Both Core Networks are accessing totally separated end services, being able to completely isolate the 
users associated with each network, guaranteeing the security over the Crew and internal Aircraft 
services. 
In order to be able to deliver over a common RAN infrastructure the 5G ESSENCE services, the UC3 
demonstrates the MOCN feature broadcasting the different PLMNIDs over a set of small cells (as it is 
shown as well in Figure 4). This will allow the Crew and the Passengers to “share” the same base 
stations (BSs) in order to reduce the number of required radios in the plane. 
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2.2 Mobile core network configuration 

2.2.1 5G mobile core network description 
 
The 5G ESSENCE IFEC testbed counts with the Fraunhofer FOKUS Open5GCore toolkit [4]. The 
Open5GCore is a core network prototype up to date to 3GPP Release 15 [5] and has been 
implemented targeting testbed deployments for trials and pilots, such as the 5G ESSENCE project. 
 
The Open5GCore architecture (see Figure 5) allows the backwards compatibility with real 4G 
components (hybrid configuration). That way, commercial (e.g. Apex Dual Enterprise from Casa) and 
open source small cells (srsLTE running through an Ettus B210

12
 board) can be attached to this 

operational Rel. 15 core network, as well as the evolved EPC.  
Moreover, the Open5GCore also allows the connection of wireless access points (in our context the 
aeronautically certified access points). By using any of these RATs, real UEs can be connected to the 
Open5GCore. Finally, and for further testing purposes, the Open5GCore can also emulate gNB

13
 

together with 5G UEs. 
 

 
 

Figure 5: Open5GCore Architecture (Single Instance) 
 
The Open5GCore includes, among others, the following functions

14
: 

 
 Integration with 5G New Radio: NSA [S1-MME, S1-U] and SA [N1, N2, N3]. 

 
 Implementation of Control Plane – User Plane separation – PFCP [N4]. 

 
 Implementation of Service-Based Architecture Features [HTTP/2, OpenAPI, REST]. 

 
 Data path diversity supporting local offloading and backhaul control. 

 

                                                           
12

  See, for example: http://www.ettus.com/all-products/UB210-KIT/  
13

  For informative purposes see: https://the8layers.com/2016/10/26/5g-terminology-gnb/  
14

  Also see the informative discussion presented in: https://medium.com/5g-nr/5g-service-based-architecture-
sba-47900b0ded0a  

http://www.ettus.com/all-products/UB210-KIT/
https://the8layers.com/2016/10/26/5g-terminology-gnb/
https://medium.com/5g-nr/5g-service-based-architecture-sba-47900b0ded0a
https://medium.com/5g-nr/5g-service-based-architecture-sba-47900b0ded0a


Embedded Network Services for 5G Experiences (5G ESSENCE)    
Grant Agreement No.761592                                                                                                    20.04.2019 

 

Deliverable D7.2 (“Prototypes of network services and integration planning for Use Case 3”)  29/111 

In order to archive MOCN, the Open5GCore will be deployed twice in the testbed. Each instance of 
the CN follows an “all-in-one fashion” and is deployed in a separate virtual machine in an OpenStack 
compute node, both instances running in a NUC6i7KYK2

15
.  

Each instance will be customized to better fit its goals. However, the main parameters for each core 
network instance are described in Table 1. 
 

Table 1: Open5GCore Instances - Main Parameters 
 

Parameter Core Network A Core Network B 

PLMNID 001 01 001 02 

TAC 1 2 

Default APN Internet Internet 

Targeted Audience Cabin Crew Passengers 

Targeted Services VoLTE for in-cabin communications 
Video transcoding 

RAN slicing 

 

2.2.2 PLMNIDs served in each MME 
 
For the sake of implementing the MOCN model defined in the Section 2.1.3, the PLMNID distribution 
that has been described in Table 1 is the most simple configuration that meets the requirements in 
terms of Core Network and service distribution of the UC3. 
 

2.2.3 TAC Planning 
 
These topics may seem to be trivial, but the right planning and configuration provides this 
infrastructure the ability of delivering operator hosted services in the ground and the use of a 
Dedicated Core Network, as described in the Section 2.4.2.  
 
In that sense, the Mobility Management is one of the most relevant functions in mobile networks. It 
relies upon the configuration of both the Radio Access Network and the Core Network, and aims to 
localize and track the different user equipments (UEs) in order to allow network initiated voice calls or 
data sessions like receiving a short message in a social network. For any mobility protocol there are 
two fundamental problems to solve, that is: (i) The first one is the location management (the topic is 
analysed in this section), which is responsible for tracking the position of all active UEs within the 
mobile network, and; (ii) the second one is the handover or session continuity management, more 
related with the RAN configuration, which is discussed in Section 2.4. 
 
Locating UEs within a given mobile network with the right degree of accuracy is the key task in 
location management. A Tracking Area (TA) in 4G and 5G networks is a logical grouping of cells in a 
network, representing the location of a UE within a network, following the mobility management 
ideas defined in 2G and 3G and being a very similar concept as the Location Area (LA) in the circuit-
switched (CS) domain and the Routing Area (RA) in the packet-switched (PS) domain in GSM and 
UMTS. 
 
The Tracking Area planning targets minimizing the signaling overhead derived from updating the UE 
position when it transitions from one group of cells to another and from the paging procedure. The 
Core Network, and specifically the Mobility Management Entity (MME) or the AMF maintains the 
information related to the Tracking Area in which the UE is registered. Then, when a UE transitions to 
a different Tracking Area, the Tracking Area Update procedure is initiated by implying the exchange of 
control plane signaling that is considered an overhead over the data session or communication 

                                                           
15

  For more details also see: https://www.intel.com/content/www/us/en/products/docs/boards-kits/nuc/nuc-
kit-nuc6i7kyk-features-configurations.html  

https://www.intel.com/content/www/us/en/products/docs/boards-kits/nuc/nuc-kit-nuc6i7kyk-features-configurations.html
https://www.intel.com/content/www/us/en/products/docs/boards-kits/nuc/nuc-kit-nuc6i7kyk-features-configurations.html
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service provided to a given UE. In the same way, when a UE is Idle Mode, there is a signaling overhead 
derived from the Paging procedure, that allows initiating services from the network through localizing 
the UE within the group of cells where it is located, or in other words within the Tracking Area. Here, 
the MME or AMF broadcasts a paging message in all cells of the UE’s registered TA. For all the 
previous reasons, we can conclude that the UE location is known in the Core Network to at least the 
accuracy of the TAL configured in a given UE. 
 
Tracking Area Planning aims at optimizing the network in terms of UE Mobility and Location. While 
the UE mobility management could be simple and almost trivial in an aircraft embarked dedicated 
network, as the UE distribution and mobility patterns are not changing over time, being the end users 
semi-static users with a small mobility pattern, the UE Location becomes a highly relevant aspect to 
manage, because the QoS management, the Roaming Management, the use of the Dedicated Core 
Network deployed in the Edge Cloud and the charging policies for the passengers depend on this 
specific parameter. 
 
The ability of implementing Pay-Per-Use models in a Dedicated Private Mobile 5G Network rely in 
allowing the PCF (PCRF in a 4G Core) and the OCF (Online Charging Function

16
) to use the Tracking 

Area used in the private network for defining special charging policies, segmented per service, access 
permits and enforcing the QoS in the UPF through the SMF or the interfaces towards the PGW in the 
case of using a 4G Core. 
 
Then, even though the TAC served by each MME is common for all the RAN nodes in the In-Flight 
network, and is related to each PLMNID broadcasted in the network, one of the most relevant design 
aspects for integrating this solution with an operator´s network is that the TAC used in each plane 
shall be unique within the Ground Operator´s Network; this is due in order to be able to distinguish 
between all the dedicated Core Networks deployed in the different aircrafts deploying this 5G 
ESSENCE Cloud Edge solution associated to the Ground Operator, locating each user in a way that the 
optimal Core Network can be assigned according to the specific user location with the help of the 
DECOR and eDECOR procedures

17
 described with all the required details in the Section 2.4.2. 

 

2.2.4 APN Planning 
 
The APN planning for this network can be considered as well a simple activity, but it is intrinsically 
related with the service-related Packet Data Networks design described in the Section 3.1.2. 
The practical APN planning for the In-Cabin network is totally related with the available PDNs after 
each SGi interface of each of the Core Networks deployed in the aircraft, as shown in Figure 1, where 
the Internet GW and the service-related PDNs for Video Transcoding and the IMS for implementing 
the VoLTE service are depicted. In Table 2, the proposed APN names are defined.  
 

Table 2: Open5GCore Configuration – Access Point Name definitions 
 

Parameter Core Network A Core Network B 

PLMNID 001 01 001 02 

Default APN (Internet Access) Internet Internet 

VoLTE APN voiceCrew - 

Media Server APN - mediaContent 

 

                                                           
16

  In the 3GPP IMS (IP Multimedia Subsystem) architecture, the OCF forms an integral part of the online 
charging system, determining whether or not, from a billing perspective, the customer is allowed to access 
network resources or services. The EBCF (Event Based Charging Function) and SBCF (Session Based Charging 
Function) are key elements of the OCF. 

17
  Also see: https://www.linkedin.com/pulse/decor-edecor-network-slicing-mohamad-chaabo/ 

https://www.linkedin.com/pulse/decor-edecor-network-slicing-mohamad-chaabo/


Embedded Network Services for 5G Experiences (5G ESSENCE)    
Grant Agreement No.761592                                                                                                    20.04.2019 

 

Deliverable D7.2 (“Prototypes of network services and integration planning for Use Case 3”)  31/111 

The APN
18

 planning has its own counterpart in the PCRF configuration, as associated with the APN we 
need to define some relevant parameters that are affecting as well the service. The APN-AMBR 
defines the allowed maximum bitrate allowed for all non-GBR bearers associated with this specific 
APN independent of the number of PDN connections and non-GBR bearers that are opened for that 
APN, sharing all of them the same APN-AMBR. This parameter is defined as part of a user’s 
subscription but may be overridden by the PCRF, which could be the case in the In-Flight use case, 
where the SLAs can be negotiated or defined according to the service purchased by the user.  
The APN-AMBR is enforced by the PDN GW in order to limit the effective bandwidth served for a 
given APN to a given user. 
 
Finally, the definition of the individual APN-AMBRs shall consider the UE-AMBR which is defined per 
subscriber and enforced by the base stations, and it limits the overall bitrate allowed to be consumed 
for all non-GBR bearers of a given UE. In order to protect the network SLAs and the promised 
capacity, the effective UE-AMBR configuration that is enforced by the network is set as the minimum 
of the subscribed UE-AMBR and the sum of the APN-AMBR of all active APNs (i.e. all APNs for which 
the UE has active PDN connections). 
 
  

                                                           
18

  An Access Point Name provides routing information for SGSN (Serving GPRS Support Nodes) and GGSN 
(Gateway GPRS Support Nodes). The APN consists of two parts; the Network ID, which identifies the external 
service requested by a user of the GPRS service and the Operator ID which specifies routing information. 
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2.3 Networking Configuration and scenario assumptions 

2.3.1 Routing 
 
Routing is a key aspect of IP networks. Routers are responsible for interconnecting devices allocated 
in different network addresses spaces. A good routing design has a relevant and direct impact on the 
overall solution performance and, in the same way, user experience when accessing services offered. 
 
The routing design for an In-Flight 5G Communication System -given the fact all the communications 
needed to handle are based on IP protocol, and some devices deployed under OpenStack virtual 
management infrastructure- can be approached by focusing in two main categories (i.e., static and 
dynamic routing). 
 

2.3.1.1 Static vs. dynamic routing 
 
Static   easy to configure & manage. Less intelligent load balancing over multiple paths. Sub-optimal 
link failure detection. 
 
Dynamic  hard to configure & manage. Sub-second link failure detection and intelligent load 
balancing across multiple links. 
 
Routers are in charge of route IP packets through its interfaces, to the right direction, based on 
routing information. Routing information can be obtained from different sources. When speaking 
about static/dynamic routing, we are primarily indicating the source of the routing information. 
 
Each one of these methods has its benefits and drawbacks.     
 
Static routing requires manually configuration of all the routing devices of the network, but results 
easy to manage, once all the devices have been initially configured, especially on small networks. 
However, it offers less intelligent load balancing mechanisms when multiple paths are available over 
the network path. 
 
On the other hand, dynamic routing results hard to initially implement and manage. Once all the 
routing devices have been properly configured, it offers automatic link failure detection and traffic 
rerouting and optimal multiple path load balancing. Dynamic routing requires additional resources 
such as CPU, memory and link bandwidth on routing devices, what should be considered, especially in 
large networks. 
 
In the case of In-Flight 5G Communication System, due to the small size of the network and the lack of 
redundant paths between the routing elements, with a non-complex spanning tree, static routing its 
recommended because of the simplicity in the implementation and management. 
 

2.3.1.2 Openstack provider networks vs self-service networks 
 
OpenStack offers two different approaches for the network architecture of the virtual infrastructure: 
provider networks and self-service networks. 
 
As per OpenStack description, provider networks option deploys the OpenStack Networking service in 
the simplest way possible with primarily layer-2 (bridging/switching) services and VLAN segmentation 
of networks. Essentially, it bridges virtual networks to physical networks and relies on physical 
network infrastructure for layer-3 (routing) services. Additionally, a DHCP service provides IP address 
information to instances. Provider networks generally offer simplicity, performance, and reliability at 
the cost of flexibility. 
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The self-service networks option augments the provider networks option with layer-3 (routing) 
services that enable self-service networks using overlay segmentation methods such as VXLAN

19
. 

Essentially, it routes virtual networks to physical networks using NAT. Additionally, this option 
provides the foundation for advanced services such as LBaaS and FWaaS. 
 
For an In-Flight 5G Communication System, given the fact the virtual infrastructure is not expected to 
be managed by different tenants, and there is no strict need for advanced services, OpenStack 
Provider Networks is chosen as the virtual infrastructure network architecture. 
 

2.3.2 IP Addressing & Sub-nets 
 
The IP Addressing Planning and the different sub-nets have been defined with the goal of having a 
segmented network and a hierarchical IP addressing scheme. 
 
A hierarchical IP addressing scheme allows route summarization in routing devices, reducing the 
number of entries in routing table. This functionality improves the overall network performance due 
to the following benefits: 
 
 Reduces the number of resources needed by routing devices. 

 
 Allows for more efficient routing. 

 
 Eases troubleshooting. 

 
 Enforces network stability. 

 
For this particular scenario, it is considered the use of the major IP address network 192.168.96.0/19 
which allows allocation of all required subnet address spaces. For most of the required subnets 
(except UE PDN subnets), the netmask size assigned is 24 which allows for a total of 254 usable 
addresses. In case of UE PDN subnets, a netmask size of 22 is assigned, which will allocate up to 1022 
addresses per PDN.  
 
This is the list of required subnets for the setup: 
 
 Wi-Fi Access Points; 

 
 Small Cells; 

 
 IPSec inner IP pool; 

 
 Wi-Fi Stations; 

 
 OAM Network - 5G ESSENCE Edge Cloud; 

 
 Core Network 1; 

 
 IP Multimedia Subsystem (IMS); 

 
 User equipment – Core 1 IMS PDN; 

 
 User equipment – Core 1 Internet PDN; 

 

                                                           
19

  See: https://en.wikipedia.org/wiki/Virtual_Extensible_LAN 

https://en.wikipedia.org/wiki/Virtual_Extensible_LAN
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 Core Network 2; 
 

 Video-Transcoding; 
 

 User equipment – Core 2 Video Transcoding PDN; 
 

 User equipment – Core 2 Internet PDN. 
 
The following table gathers the network addresses and subnet masks assigned to each one of the 
required subnets. 
 

Table 3: IP Addressing plan - Subnets required 
 

Name Subnet IP Address Subnet Mask 

Wi-Fi Access Points 192.168.96.0 255.255.255.0 

Small Cells 192.168.97.0 255.255.255.0 

IPSec inner IP pool 192.168.98.0 255.255.255.0 

Wi-Fi Stations 192.168.99.0 255.255.255.0 

OAM Network 192.168.100.0 255.255.255.0 

Core Network 1 192.168.101.0 255.255.255.0 

IP Multimedia 
Subsystem 

192.168.102.0 255.255.255.0 

User equipment – 
Core 1 IMS PDN 

192.168.104.0 255.255.254.0 

User equipment – 
Core 1 Internet PDN 

192.168.106.0 255.255.254.0 

Core Network 2 192.168.108.0 255.255.255.0 

Video-Transcoding 192.168.109.0 255.255.255.0 

User equipment – 
Core 2 Video 

Transcoding PDN 
192.168.110.0 255.255.254.0 

User equipment – 
Core 2 Internet PDN 

192.168.112.0 255.255.254.0 

 
This IP Network planning, is aligned with the standard operator requirements in terms of service 
isolation and network planning flexibility; however, for the demonstration itself and given the 
practical limitations of the using of the different sub-nets in a company environment, the actual 
implementation can potentially simplify some aspects of the design modifying as well the finally used 
sub-nets preserving the desired service isolation and keeping the whole spirit of the Multi-Operator 
Core Network architecture and Network Slicing that is driving the entire 5G ESSENCE project. 
 
 

2.3.3 IPSec 
 
In 3GPP systems the use of IPSec is mandatory in all kind of untrusted networks. In this case, the 
airplane network can be considered as an untrusted network so, all the traffic exchanged between 
small cells and Wi-Fi Access Points and the Core Network should be protected with IPSec. 
 
IPsec is a framework of open standards used to secure private communication over IP networks, 
providing confidentiality, data integrity, access control and data source authentication to IP 
datagrams. These services are provided by maintaining shared state between the source and the sink 
of an IP datagram. This state defines, among other things, the specific services provided to the 
datagram, which cryptographic algorithms will be used to provide the services, and the keys used as 
input to the cryptographic algorithms. 
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To establish and maintain this shared state, Internet Key Exchange
20

 protocol version 2 is used. IKE 
performs mutual authentication between two parties and establishes an IKE Security Association (SA) 
that includes shared secret information that can be used to efficiently establish SAs for Encapsulating 
Security Payload or Authentication Header and a set of cryptographic algorithms to be used by the 
SAs to protect the traffic that they carry. 
 
IPSec combines the following security technologies: 
 
 Diffie-Hellman key exchange for deriving key material between peers on an untrusted network. 

 
 Public key cryptography for signing the Diffie-Hellman exchanges to guarantee the identity of 

the two parties and avoid man-in-the-middle attacks. 
 

 Bulk encryption algorithms, such as 3DES
21

 and AES
22

, for encrypting the data. 
 

 Keyed hash algorithms, such as HMAC
23

, combined with traditional hash algorithms such as 
MD5

24
 or SHA

25
 to provide packet authentication. 

 
 Digital certificates signed by a Certificate Authority to act as digital ID cards. 

 
IPSec support two different modes of operation, that is transport mode and tunnel mode. In the case 
of transport mode operation, original header of the ip packet is maintained. On the other hand, when 
tunnel mode is used, the entire original IP packet is encrypted and becomes the payload in a new IP 
packet.  
 
Transport mode is commonly used when the origin and destination of the packets protected are the 
endpoints of the IPSec tunnel. 
For this scenario, as 3GPP recommends, and considering the origin and destination of the IP packets 
protected are different than the endpoints of the IPSec tunnel, tunnel mode is going to be used. 
 

2.3.4 MTU Planning 
 
Maximum Transmission Unit

26
 (MTU) represents the maximum length, in bytes, of the protocol data 

unit (PDU) that can be transmitted in a single network transaction.  
When dealing with IP networks whose link layer technology is Ethernet, default MTU size is 1500 
bytes, what means that any IP packet which its size is above 1500 bytes should be fragmented in two 

                                                           
20

  Internet Key Exchange is a mechanism for securely exchanging key information across an unsecure IP 
network. Primarily used in support of IPSec security association establishment, IKE employs Diffie Hellman 
key exchange to establish an initial security association, after which this can be used to set up further security 
associations. 

21
  Also see: https://en.wikipedia.org/wiki/Triple_DES 

22
  AES is a widely used encryption algorithm which is defined by NIST (National Institute of Standards and 

Technology). It employs a symmetric encryption algorithm and the Rijndael block cipher in order to protect 
user data 

23
  The HMAC (Hash Message Authentication Code) provides data source authentication and data integrity if 

employed between two users. 
24

  MD5 (Message Digest 5) was developed by RSA Security Inc. to provide a strong one-way hashing function. 
The algorithm generates a fixed length (128bit) digest from a message of any length, that can be appended to 
prove data integrity. While viewed to be a strong algorithm new digests such as SHA-1 which generate a 
160bit digest are now thought to be more robust than MD5. 

25
  For further informative details also see, for example: https://en.wikipedia.org/wiki/Secure_Hash_Algorithms 

26
  In computer networking, the maximum transmission unit (MTU) is the size of the largest protocol data 

unit (PDU) that can be communicated in a single network layer transaction. The MTU relates to, but is not 
identical to the maximum frame size that can be transported on the data link layer, e.g. Ethernet frame. 

https://en.wikipedia.org/wiki/Triple_DES
https://en.wikipedia.org/wiki/Secure_Hash_Algorithms
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packets and transmitted in two different transactions. Though fragmentation is sometimes needed, it 
should be avoided whenever possible because it will impact the peak performance of the network. 
 
TCP/IP protocol stack has some mechanisms to avoid packet fragmentation, however, they are 
sometimes not as effective as desired, especially when tunneling technologies, like IPSec and GTP, are 
play. For that reason, a careful planning of the MTU size in the different links of the solution is so 
important.  
 
To correctly define the MTU for the In-Flight 5G Communication System, the overhead introduced by 
all the different headers/trailers that could be present in the IP packet being sent over the Ethernet 
network should be subtracted to the default value of 1500 bytes. In this respect, the most adverse 
scenario possible is when UE traffic has to be sent from/to Small Cells and Core Network. These IP 
packets will have the following extra overhead:  
 
 GTP header = 8 bytes 

 
 UDP header = 8 bytes 

 
 IPv4 header = 20 bytes 

 
 ESP

27
 header/trailer = 60 bytes ** 

** This overhead size will vary depending on the protocols negotiated in the IPSec tunnel though this value 
should cover any protocol 

 
Adding up all the overheads introduced, the MTU size recommended for the network is 1404 bytes. 
 

2.3.5 Firewalling & Network isolation 
 
The In-Flight 5G Communication System, as stated before, should be considered an untrusted 
network. In that respect, a good network isolation and a restrictive firewalling policy should be 
enforced. 
 
Network isolation can be achieved by assigning different network spaces to small group of devices, 
that usually share the same set of functions. That way, when another device from a different network 
address space wants to communicate with them, it needs to go through a routing device where 
firewalling policies can be enforced and connection attempt blocked if not allowed by the policy 
implemented. 
 
In addition to network isolation, a restrictive firewalling policy should be enforced through the whole 
network, from routing devices to network hosts.  
A restrictive firewalling policy consist of a default policy rule that denies all traffic, but the traffic 
explicitly allowed by manually created rules. This kind policy assures that only desired traffic flows are 
going to be allowed. 
In this regard, routing devices should include access control lists that only allow desired traffic to be 
routed between interfaces, blocking any other connection attempts. In addition, network hosts 
providing services, should have its firewall enabled and configured in such way that only accept 
connections to the ports required by the service and, if possible, from the network address ranges 
that the clients are supposed to come in from. 
  

                                                           
27

  The ESP is a version of IPSec which support encryption, integrity checking and authentication of each 
individual IP packet. 
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2.4 Basic Radio Planning, Mobility & Roaming Management 
 

2.4.1 Basic Radio Planning 
 
In any Radio Network, the RF planning is a crucial aspect to consider during the planning phase, as it 
will impact on the achievable performance of the network because it is a system limited by the SINR. 
In this case, the small cell network is not complex, as the number of base stations is reduced, with the 
advantage of not having regulatory restrictions in respect the channel or EARFCN

28
 utilization because 

all the available spectrum of each band is fully available. 
 
For the licensed network, the channel diversity allows implementing a Dual Band setup with the 
highest channel diversity available in order to minimize the overall system interference. In case of 
having two Dual Radio base stations B1 / B3, where it is possible to use two non-overlapping 20MHz 
channels (100 PRBs) in each band as shown in the following table. 
 

Table 4: Licensed RAN – Frequency Planning in the Licensed Spectrum (DL EARFCN) 
 

Parameter Small Cell A Small Cell B 

EARFCN Band 1 150 (2,125MHz) 450 (2,155MHz) 

EARFCN Band 3 1400 (1,825MHz) 1800 (1,865MHz) 

 
 
For the WiFi infrastructure and having as well two Dual Concurrent WiFi AP using 2.4GHz and 5GHz 
spectrum, we propose to allocate fixed non-overlapping channels in each band, using 40MHz 
channels in the 2.4GHz band and 80MHz channels in the 5GHz band, being the channel the one 
specified in Table 5. 
 

 Table 5: Unlicensed RAN – Frequency Planning in the Unlicensed Spectrum (Channel Number) 
 

Parameter Small Cell A Small Cell B 

Channel 2.4GHz Band (40MHz) 3 (2,422MHz) 11 (2,462MHz) 

Channel 5GHz Band (80MHz) 42 (5,210MHz) 106 (5,530MHz) 

 
 
 

2.4.2 Roaming & Core Network Selection Management 
 
In any Mobile Network, the User Authentication and User mobility are crucial features, as determine 
the way the user is managed, in order to grant the user access to the different services and Packet 
Data Networks accessible from the mobile network. Over these basic features, the Roaming between 
Home and Visited Networks is a fundamental characteristic for allowing cross-domain and cross-
operator authentication, accounting and charging. 
 
This Aircraft Network can be categorized as a private enterprise dedicated network, so when trying to 
establish a correspondence to a 3GPP standardized definition, we could define it as a Private Mobile 
Network with a Dedicated Core Network for service isolation and performance optimization purposes. 
For aligning the implementation of this infrastructure with the latest 3GPP standards, the solution 
incorporates the DECOR paradigm, which in essence, can be categorized as a streamlined network 
slice using a Dedicated Core Network. DECOR introduces a service-based core network so that a user 
will be served a core network entity based on their service requirements. When using the DECOR 
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  For further details also see: https://www.quora.com/What-is-the-use-of-EARFCN-in-LTE 

https://www.quora.com/What-is-the-use-of-EARFCN-in-LTE
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paradigm, the eNB
29

 or gNB (RAN Node in general) selects the core network entity using the 
information received from the user equipment. Upon receiving the NAS message on the Initial UE 
Message, the core network selects the MME based on the user’s subscription information and 
redirects the UE to select the MME. This helps achieve the intent of network slicing by connecting UE 
to a customized or specific core network.  
For the 5G ESSENCE Use Case 3 this is a fundamental procedure that enables the RAN node to select 
the embarked Core Network as the Dedicated Core being able to use the local MMEs for signaling 
optimization purposes and the local SGWs and PGWs for dataplane offloading and local services 
access, minimizing the requirements for using the terrestrial backhaul, no matter if it is implemented 
using a DAGC link or a satellite backhaul. 
 
Within this procedure, the UE sends the NAS Attach Request to the RAN Node in an RRC Connection 
Setup Complete message. Based on information provided by the UE or some RAN or EPC 
configuration, the RAN Node selects the serving MME and sends an Initial UE Message to the MME 
including the NAS Attach Request message.  
In DECOR, the core network verifies the subscription of UE and, if required, sends a S1AP NAS 
REROUTE REQUEST message back to the RAN Node. In the S1AP NAS REROUTE REQUEST, the MME 
provides the MME Group ID and may also include GUTI

30
. With the GUTI, the RAN node can select the 

previously registered dedicated MME that may have stored the UE context already. If the UE is 
accessing for the first time to the specific MME pool identified by the MME Group Id, the S1AP NAS 
REROUTE REQUEST will not include the GUTI information. So that, in this case, the RAN node shall use 
the MME Group ID selecting the MME using the NAS NODE SELECTION FUNCTION. 
 
3GPP Standards have defined the available methods on how an eNB can select an MME: 
 
 NAS Node Selection Function (NNSF) in the eNB; 

 
 Local configuration on the eNB, and; 

 
 UE location (TAC). 

 
Targeting defining a reference architecture and solution for this precise vertical, here is defined the 
integration model with a terrestrial Mobile Network Operator that enables the authentication of the 
UEs using their standard SIM cards, not needing anything special for using the In-Flight network. This 
integration model relies in using the HSS and the roaming agreements of the Ground Operator in 
order to be able to authenticate any user accessing to the 5G ESSENCE In-Flight Edge Cloud.  
 
The 3GPP standard that defines the basic DECOR procedures [60] and applying them to the Use Case 
3 requirements, when the Ground_MME determines the UE Usage Type in this case taking into 
consideration the TAC of the embarked eNB serving this UE, it retrieves the corresponding DCN 
configuration and MMEGI. As the Ground_MME’s MMEGI is not the same as the MMEGI of the DCN, 
the Ground_MME moves the UE to the Aircraft_DCN_MME by sing the NAS messaging redirection 
procedure described in Figure 6, configuring the UE to use the Dedicated Core Network. 

 

                                                           
29

  One of the biggest differences between LTE networks and legacy 3G mobile communication systems is the 
base station (BS). In 3G systems, there is an intelligent and centralizing node like the RNC (Radio Network 
Controller) and it needs to control all the radio resources and mobility over multiple NodeBs (3G base 
stations) underneath it in a hieratical radio access network. All NodeBs need to do is behave exactly 
according to commands from the RNC sent over the Iub interface. In LTE, on the other hand, eNBs (evolved 
NodeBs) as base stations have to manage radio resource and mobility in the cell and sector to optimize all the 
UE’s communication in a flat radio network structure. Therefore, the performance of an LTE eNB depends on 
its radio resource management algorithm and its implementation. 

30
  For more informative details also see: http://telecompedia.net/guti/ 

http://telecompedia.net/guti/


Embedded Network Services for 5G Experiences (5G ESSENCE)    
Grant Agreement No.761592                                                                                                    20.04.2019 

 

Deliverable D7.2 (“Prototypes of network services and integration planning for Use Case 3”)  39/111 

 
 

Figure 6: S1AP REROUTE NAS REQUEST as defined in 3GPP TR 23.707 Release 13 [60] 
 
In order to further optimize the backhaul utilization, avoiding accessing to the Ground_MME every 
time the UE returns from Idle, 3GPP has introduced the eDECOR feature the Release 14.  
This intends enhancing the DECOR function by means of including the assistance information in the 
UE attach procedure, then reducing the required control signaling for selecting the DCN, being a 
complementary function of the basic DECOR feature.  
For implementing this feature, the UE uses two parameters to assist DCN selection, described as 
follows: 
 
 DCN Selection Assistance parameter  This parameter is assigned by the Network to the UE 

based on the UE classification and intended type of usage, for example, mMTC DCN, URLLC 
DCN or eMBB DCN, etc. 

 
 NAS Type Parameter  This parameter is defined by the UE and it is used during the DCN 

selection and the NAS Node Selection Function to guarantee that the selected MME can 
respond to NAS messages, where one NAS type may indicate the use of NB-IoT slice and 
another NAS Type may indicate the use of a MBB slice. 
 

 

 
 

Figure 7: DCN Selection Assistance procedure as defined in 3GPP TR 23.711 Release 14 [61] 
 
A relevant aspect for closing this section is defining how roaming is managed in this particular 
application, as it is of paramount importance to make this reference architecture universally usable, 
being able to serve to any passenger no matter which is their Home Operator (HO).  
For this purpose, the 3GPP terminology of Home Operator and Home PLMN (HPLMN) together with 
the Visited Operator or Visited PLMN (VPLMN) is used

31
. 

 

                                                           
31

  For a brief conceptual overview also see, among others: https://www.cspsprotocol.com/plmn/ 

https://www.cspsprotocol.com/plmn/
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According to the TR23.707 [60], in case of roaming, if the HPLMN of the visiting UE does not support 
dedicated core networks and does not provide the UE Usage Type, the serving MME of the Visited 
Network may select the core network that serves the UE by using operator specific policies based on 
other subscription or UE provided information; being in our specific case, the TAC of the serving eNB 
that indicates to the Ground_MME that this UE is optimally served from the Aircraft_DCN_MME, 
assigning the embarked core network to this device. 
 
Based in all the previous information, we have defined how users will be authenticated, as the 
embarked Core Network cannot host the IMSIs

32
 of the different passengers, potentially belonging to 

any operator in the world, but we need to define the different network operators that may be 
considered or that play a role in the network operation. 
 
 Aircraft Operator  The Aircraft Operator could be an IaaS provider, an MVNO or just the 

Terrestrial Operator. The Aircraft Operator manages the 5G ESSENCE Edge Cloud infrastructure 
and configures the system for broadcasting a PLMNID of a registered operator in order to 
allow the different UEs to camp on this network, no matter if this is their HPLMN or a VPLMN 
enabling the roaming a standard terrestrial network. 

 
 Terrestrial (Gateway) Operator  It is the network operator that acts as a bridge or gateway 

implementing a core network that implements and handles the roaming agreements with all 
the rest of operators in the world, routing the Authentication Procedure using the S6a

33
 to the 

HSS of the Home Operator. This operator provides the ground infrastructure for 
interconnecting the In-Flight network with all terrestrial networks. 
 

 Home Operator (Any Operator in the World)  The Home Operator acts in the same way 
than in any other roaming scenario, authenticating its own users through the operator´s HSS, 
charging to the user the expenses derived from using the In-Flight network according to the 
terms and conditions agreed by the user. 

 
As a final remark aligned with the 5G ESSENCE project vision, it is worth to say that Dedicated Core 
Networks can isolate traffic based on terminal type or class, so this technology facilitates to use the 
5G ESSENCE Edge Cloud infrastructure in the future to introduce a mMTC slice or a URLLC slice in the 
Aircraft for deploying sensors or high-end IoTs of the avionics system to handle this prioritized traffic 
according to the required service availability and QoS while providing additional security and isolation 
capabilities. 
 

2.4.3 Licensed mobility 
 
Even though the mobility is not critical for this particular application, the solution introduces and 
enforces the optimal mobility management scheme for implemented in the licensed network is based 
in using the X2 interface in order to minimize the signaling overhead and the procedures where the 
Core Network is involved. 
 

                                                           
32

  The International Mobile Subscriber Identity is a unique identifier allocated to each mobile subscriber in a 
GSM and UMTS network. It consists of a MCC (Mobile Country Code), a MNC (Mobile Network Code) and a 
MSIN (Mobile Station Identification Number). 

33
  The S6a reference point is between the Home Subscriber Server (HSS) and the Mobility Management Entity 

(MME) and is used for location changes of the MME. The S6d interface is between the HSS and the Serving 
GPRS Service Node (SGSN), for location changes of the SGSN. The procedures, message parameters and 
protocol are similar between S6a and S6d. For more references see: 3GPP TS29.272: “Evolved Packet System 
(EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based 
on Diameter protocol”. 
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The X2AP protocol
34

 provides a very efficient Mobility Management function with the following 
features: allowing the eNB to move the connectivity of a certain UE to another eNB; forwarding the 
user plane data; providing the Status Transfer information for transferring the uplink PDCP SN and 
HFN receiver status and the downlink PDCP SN and HFN transmitter status from the source to the 
target eNB during an X2 handover for each respective E-RAB

35
 for which PDCP SN and HFN status 

preservation applies, and; signaling the UE Context Release to indicate to the source eNB that radio 
and control plane resources for the associated UE context are allowed to be released [49]. 
 

 
 

Figure 8: 5G ESSENCE In-Cabin Licensed Network Mobility using X2 
 

2.4.4 IRAT mobility 
 
For this use case, the IRAT

36
 mobility between licensed RATs and WiFi is not considered, even though 

would be technically feasible in the future once the SaMOG architecture is implemented in the 
solution.  
But for this scenario, the IRAT mobility is considered not relevant as long as it is possible to implement 
in the Multi-RAT Dual Connectivity that allows being connected to both RATs simultaneously, 
delivering the different services through the most appropriate RAT in order to meet the SLAs 
promised to the end user. 
 

                                                           
34

  The Third Generation Partnership Project (3GPP) TS 36.423: “Evolved Universal Terrestrial Radio Access 
Network (E-UTRAN); X2 Application Protocol (X2AP)”. 

35
  An E-RAB (E-UTRAN Radio Access Bearer) refers to the concatenation of an S1 bearer and the corresponding 

radio bearer. When an E-RAB exists, there is a one-to-one mapping between this E-RAB and an EPS bearer of 
the Non Access Stratum. Each E-RAB is defined by the following parameters: E-RAB ID – this element is used 
to identify the E-RAB on the S1 interface. E-RAB QoS – this element describes the QCI (Quality Class Identifier) 
that defines QoS parameters such as end to end delay, bit error rates etc. Also included are allocation and 
retention priorities as well as GBR (Guaranteed Bit Rate) parameters if real time services are to be supported 
over the E-RAB. 

36
  For informative details also see: http://www.rfwireless-world.com/Terminology/Inter-RAT-handover.html 

http://www.rfwireless-world.com/Terminology/Inter-RAT-handover.html
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2.4.5 WiFi Mobility 
 
Although Wi-Fi associations and handovers are usually triggered by the clients according to the 
received signal strength from the detected APs, the cSD-RAN Controller paradigm considered in 5G-
ESSENCE context enables the management of the connectivity of the Wi-Fi clients.  
 
In particular, as described in D3.1 [6], Wi-Fi mobility can be managed in two different ways according 
to the Wi-Fi controller deployed in the scenario: 
 
 Light Virtual Access Point (LVAP) based handover: The LVAP represents a per-client virtual AP 

that abstracts all the client state complexities such as association and authentication and 
introduces seamless mobility support. In contrast to traditional Wi-Fi networks, each LVAP is 
identified with its own Basic Service Set Identifier (BSSID). Therefore, if an LVAP is migrated to 
another AP, the BSSID is preserved and, from the point of view of the user, it is still connected 
to the same physical AP. This approach is effective regardless of the wireless channel of the 
APs. In case of APs operating on different channels, the controller first creates an inactive LVAP 
for the client on the target AP and instructs the source AP to start a CSA procedure. After this 
process, the LVAP is removed from the source AP. In the meantime, the user will have 
switched the operating channel and will have found its LVAP on the target AP. 
 

 Wi-Fi Channel Switching Announcement (CSA) based handover: This kind of mobility 
management requires a set of APs broadcasting the same BSSID and working on different 
channels, which is a common setup in airplane cabins. Basically, this solution exploits the 
Dynamic Frequency Selection (DFS) functionality of IEEE 802.11 to announce a channel switch 
to a specific user using a unicast beacon sent by its actual AP. Then, according to the received 
CSA, the user immediately switches to a channel being served by another AP, thus performing 
the handover in a seamless way. More details about this solution can be found in [6]. In this 
UC, this mobility management solution will be used for the RRM optimizations applied to video 
streaming. 
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2.5 cSD RAN Controllers used in the UC3 
 

2.5.1 5GEmPower 
 
The 5G-EmPOWER is an open-source Software-Defined Networking (SDN) platform for heterogeneous 
RANs consisting of: (i) an agnostic Application Programming Interface (API) that separates control 
plane from user plane; (ii) a software agent able to operate with several radio access technologies 
(Wi-Fi and LTE), and; (iii) a Software-Defined RAN (SD-RAN) Controller. 
 

 
 

 
Figure 9: High-level view of the 5G-EmPOWER platform 

 
The structure of the platform is divided into three layers, that is: user plane, control plane and 
management plane (see Figure 9). The user plane encompasses the network elements in the RAN, 
including LTE eNBs, and Wi-Fi Access Points (APs). The control plane consists of the SD-RAN controller, 
which is connected to the 5G-EmPOWER Agents, one for each node in the RAN. The Agents receive 
the instructions issued by SD-RAN controller. Finally, the management plane contains administration 
and management applications, which communicates with the control plane through the northbound 
interface

37
. 

 
The control plane is composed of a set of modules that can be loaded and stopped at runtime in the 
form of plugins (except for the 5G-EmPOWER SD-RAN controller, a.k.a. 5G-EmPOWER Runtime): 
 
 5G-EmPOWER Runtime: It implements the network intelligence and provides the instructions 

to the network elements in the infrastructure layer. This communication is performed by using 
the OpenEmpower Protocol [12] through a persistent TCP connection, which represents the 
southbound interface. However, this role can be also played by other solutions such as ONOS

38
 

                                                           
37

  In computer networking and computer architecture, a northbound interface of a component is 
an interface that conceptualizes the lower level details (e.g., data or functions) used by, or in, the 
component. A northbound interface is used to interface with higher level layer by using the southbound 
interface of the higher level component(s). In architectural overviews, the northbound interface is normally 
drawn at the top of the component it is defined in, hence the name northbound interface. 

38
  See: https://onosproject.org/ 

https://onosproject.org/
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or OpenDayLight
39

. The communication with the backhaul controller is performed through the 
openflow intent-based interface presented in [13]. 
 

 Device Manager Service: It tracks the radio access nodes and retrieves information such as IP 
address and offered capabilities (e.g., RAN slicing). 
 

 Topology Discovery Service: It gathers data from UEs and radio access nodes to build a global 
network view exposed to the application layer to implement advanced management policies in 
the form of network Apps. 

 

 Web Service: It provides an interface to interact with 5G-EmPOWER. The functionality is split 
into the SDK REST server and the front-end Graphical User Interface (GUI). 

 

2.5.2 Axyom edgeRAN Controller 
 
The evolution of the standalone network equipment and specially of low-power radio nodes like the 
indoor small cells towards a virtualized network, where the Control Plane and User Plane Separation 
can be seamlessly achieved without investing in a complete HW refarming, is highly relevant for many 
operators that have heavily invested in legacy Radio Access Network solutions. 
 
The Axyom edgeRAN Controller, has implemented a Kubernetes

40
 based solution in order to be able 

to use a light orchestration system together with Containers. The driver of the Axyom cSD-RAN 
controller is having a control plane implemented using OpenSource virtualization and SDN 
technologies and a zero-buffer-copy data plane to boost real-time, packet-processing efficiencies, 
especially in those functions that need HW acceleration for efficiently execute encryption and 
compression.  
 
This architectural solution, following the principles of 5G ESSENCE, aims at consolidate the discrete 
architectures for each major workload -such as signal processing, network control, packet processing 
and application delivery- into just one architecture, helping to simplify both application development 
and system management, while significantly improving the scalability of the system. 
In this demonstrator, the solution implements the Protocol Stack Split Option 1

41
 in order to be able 

to use existing low-cost embedded HW equipment, minimizing the processing requirements in terms 
of hardware acceleration on the network edge, which leads to lower operational costs and a 
simplified network management strategy. 
 
The above-mentioned SW component placement can be made taking into consideration the real time 
requirements of the network, being able to define Non-Real Time RAN network functions and RAN 
Real-Time network functions, as was defined in the deliverable D3.1 [6], and the cost of the HW that 
implements the solution.  
The architecture is described in Figure 10, where the main interfaces and components are shown. 
 

                                                           
39

  See: https://www.opendaylight.org/ 
40

  Kubernetes is an open-source system for automating deployment, scaling, and management of containerized 
applications. Also see: https://kubernetes.io/  

41
  For informative purposes also see, for example: http://www.techplayon.com/5g-nr-gnb-logical-architecture-

functional-split-options/ 

https://www.opendaylight.org/
https://kubernetes.io/
http://www.techplayon.com/5g-nr-gnb-logical-architecture-functional-split-options/
http://www.techplayon.com/5g-nr-gnb-logical-architecture-functional-split-options/
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Figure 10: Casa Systems’ Apex5G edgeRAN Controller: Modules and interfaces 
 
Within this functional architecture, there is a big degree of freedom for placing VNFs in the different 
network elements; however, given the specific characteristics of the Aircraft Network, the DU and RU 
functions are deployed in a low-cost embedded HW running the lower and more stringent layers of 
the protocol stack, and the CU, placed in the 5G ESSENCE Edge Cloud, executing Non-RT functions in 
the CU, being the combined DU/RU the most paradigmatic example of RT RAN element, mainly where 
the components are mainly running over the bare-metal

42
.  

                                                           
42

  A “bare-metal server” is a computer server that is a “single-tenant physical server”. The term is used 
nowadays to distinguish it from modern forms of virtualization and cloud-hosting. Bare-metal servers have a 
single “tenant”. They are not shared between customers. Each server may run any amount of work for the 
customer, or may have multiple simultaneous users, but they are dedicated entirely to the customer who is 
renting them. Unlike many servers in a data centre, they are not being shared between multiple customers. 
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This architecture follows the key principles of the 3GPP TS 23.501 [72], separating the User Plane 
functions from the Control Plane functions, for elasticity purposes, enabling independent scalability, 
software component evolution and a flexible deployment using several RAN nodes implementing a 
private enterprise edge cloud RAN infrastructure. 
 
Besides the pure RAN protocol stack, is it possible to identify fundamental components for the 5G 
ESSENCE project, including a Monitoring and Analytics system that follows the design proposed in the 
deliverable D4.1 [73], including Performance Management (PM) and Fault Management (FM) 
Exporters together with a REST interface for network management using Prometheus for event 
management and Performance Management, Influxdb for Real-Time monitoring based in time series 
providing a multi-dimensional data model, operational simplicity, scalable data collection and 
Grafana

43
 for GUI representation. 

 
In this practical realization of this 5G RAN architecture, the virtualized network functions are deployed 
in the 5G ESSENCE Edge Cloud, using a Kubernetes clusters

44
 with several namespaces using each one 

a set of Pods. The Kubernetes nodes are deployed in VMs managed by OpenStack, but in the case of 
the RAN nodes, implemented with System-On-Chips that integrate low-cost embedded processors 
and DSPs into low-power consumption devices, the SW execution can benefit from the native bare 
metal performance to achieve a better processing capacity utilization and processing latency 
reduction. In addition, the radio hardware is connected with the bare metal RAN node in the edge 
cloud to act as the transmitting element providing the radio interface for implementing the RF 
interface. 
 

2.5.3 I2CAT Wi-Fi cSD-RAN Controller 
 
The Wi-Fi controller developed by i2CAT, which was introduced in [6], allows centralizing some 
control plane operations related with user management, RRM and AP configuration.  
Its architecture is depicted in Figure 11. 

                                                                                                                                                                      
Bare-metal servers are “physical” servers. Each logical server offered for rental is a distinct physical piece of 
hardware that is a functional server on its own. They are not virtual servers running in multiple on shared 
hardware. Also see the discussion proposed in: https://loige.co/from-bare-metal-to-serverless/ 

43
  See: https://grafana.com/ 

44
  For informative purposes also see, among others: https://kubernetes.io/docs/tasks/administer-

cluster/cluster-management/ 

https://loige.co/from-bare-metal-to-serverless/
https://grafana.com/
https://kubernetes.io/docs/tasks/administer-cluster/cluster-management/
https://kubernetes.io/docs/tasks/administer-cluster/cluster-management/
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Figure 11: i2CAT’s Wi-Fi cSD-RAN Controller: Modules and interfaces 
 
At the Light DC, the architecture is based on the open source mac80211 framework

45
, which allows to 

manage some procedures of the Wi-Fi RAN at user space level. In particular, we have integrated 
Hostapd

46
, an open source software to implement Wi-Fi access points, with Netconf

47
 and 

Prometheus
48

.  
 
Netconf is capable to deploy and manage device configurations in a centralized way, where messages 
between client and server are based on RPCs and notifications defined in YANG language

49
.  

 
On the other hand, Prometheus is used in order to monitor the statistics of each of the instantiated 
Wi-Fi APs, which are collected by means of a specific exporter. Since mac80211 permits the creation 
of multiple Virtual Access Points (VAPs) over one single physical NIC, this architecture, combined with 
the implementation of schedulers to control RAN sharing [66], enables the deployment of multiples 
Wi-Fi RAN slices and services belonging to different tenants in a single CESC. 

                                                           
45

  For more details see: https://wireless.wiki.kernel.org/en/developers/documentation/mac80211  
46

  https://w1.fi/hostapd/ 
47

  https://github.com/CESNET/netopeer 
48

  Also see: https://prometheus.io/ 
49

  YANG (Yet Another Next Generation) is a data modelling language for the definition of data sent over 
network management protocols such as the NETCONF and RESTCONF.  
Also see, among others:  https://en.wikipedia.org/wiki/YANG  
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At the Main DC level, the cSD-RAN Controller defines a REST API in order to manage the Wi-Fi RAN 
using Netconf. Also, cRRM mechanisms are able to control the RAN resources according to the 
statistics collected by the Prometheus server, which are accessible using its HTTP API

50
. Concretely, in 

Section 3.2.7, a specific RRM solution for enhancing the Quality of Experience (QoE) of DASH-based 
video streaming in IFEC scenarios is presented.  
Note, that the metrics collected by the Prometheus server located at the cSD-RAN Controller can be 
also queried by other servers (e.g. the one located at the CESCM). 
 
More details about the implementation and the evaluation of i2CAT’s Wi-Fi cSD-RAN Controller will 
be found on 5G ESSENCE deliverables D3.2 and D3.3. 
 
 

                                                           
50

  For further details see: https://prometheus.io/docs/prometheus/latest/querying/api/ 

https://prometheus.io/docs/prometheus/latest/querying/api/
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3 5G ESSENCE Services for IFEC 
 
The third use case to be showcased by the 5G ESSENCE project rests on the next generation IFEC 
system. This section describes the services to be demonstrated at the end of the project, being a 
relevant example of what kind of enhancements can provide a Multi-RAT Edge RAN designed to be 
the reference 5G Private Multi-Operator aircraft RAN. 
 

3.1 Services description in the 5G cabin communications 
 
More and more aviation companies are opting for the use of wireless technologies for implementing 
non-critical functions in an attempt to shrink cable weight in the aircrafts. Flight Entertainment and 
Communications (IFEC) are one of the functions that can benefit the most from such wireless 
technologies, among which IEEE 802.11-based networks is the current dominant option inside 
aircrafts as one of the main cost-effective solutions to enable bandwidth efficient delivery.  
In fact, they represent an extraordinary option for delivering new services directly to both Personal 
Electronic Devices (PEDs) and seat screens such as safety advertisements.  
 
In this context, Wi-Fi is exploited to provide a broader range of in-flight services to customers. Such 
services include: (i) Safety video demonstration, which differs depending on their location, namely 
business class passengers, economic class passengers and passengers sitting at the emergency exit 
rows; (ii) in-flight menu offer video, which is played based on the meal preferences of the customers, 
such as normal menu, allergic menu and vegetarian menu, and; (iii) flight status informative video, 
which is relative to take-off and landing operations.  
Given the variety of services and groups of users, multicast groups delivery over Wi-Fi can enable 
bandwidth efficient delivery. Therefore, this communication option is chosen to transmit the 
aforementioned videos in a selective way attending to the type of service and user. 
 
Besides this current embarked wireless implementation, 5G ESSENCE is proposing within this Use 
Case 3 an evolved solution that integrates licensed and unlicensed radio access technologies into a 
single RAN solution to provide a new variety of 5G services over several network slices and dedicated 
core networks deployed into an Edge Cloud. 
 
This specific 5G ESSENCE Edge Cloud includes a Mobile Edge Computing platform that provides local 
services to both the passengers and the Crew. Those network services are described in this section.  
 

3.1.1 Network services available in the scenario 
 
In the current state-of-the-art of technology solutions for IFEC, the cabin environment is strictly 
regulated by a complex certification process that applies to both hardware and software components 
that are meant to be on-board aircrafts.  
Moreover, common practices are not fully up-to-date to the much faster pace of technology 
evolution. Anyway, the ZII partner, as a worldwide leading company in the IFEC market, is forecasting 
a significant paradigm change in the next few years. As such, ZII is researching the way to open the 
cabin environment to newer scenarios, a wider portfolio of services and to different wireless 
technologies as well.  
 
Following the abovementioned spirit, different services are foreseen for deployment and 
demonstration in the 5G ESSENCE UC3. Below a list is available: 
 
 Multi-Operator Core Network (MOCN): In order to extend the current services portfolio, the 

possibility to open the aircraft infrastructure to a variety of stakeholders, thus breaking the 
traditional conservative approach, is appealing. The 3GPP MOCN feature, already known since 
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the GSM days, is envisaged a simple yet effective way through opening the infrastructure to 
the new market. There are diverse applications for this feature on-board, such as having 
different telecom operators on-board, having different content providers (e.g. Netflix

51
 and 

HBO
52

), offering different services depending on the core network provider, etc. As a proof-of-
concept that exploits different in-flight areas, two CN will be deployed in the IFEC tested: one 
will be used for passenger services, while the other one will be focused on crew operations. 
The passengers CN will be used to provide on-board services, such as the dynamic flying maps 
(demonstrated with the video transcoding VNF). The crew CN will focus on facilitating the flight 
attendants’ communications during the trip. To that aim, VoLTE will be demonstrated. This 
feature enables the possibility to have one-to-one or one-to-many calls between the cabin 
crew members. Moreover, since it will be a dedicated CN for this purpose, isolation to the in-
cabin communications will be ensured. 
 

 Caching service: Caching refers to reducing server load by serving and reusing local copies of 
digital material to the clients. It assumes that a limited pool of resources is serving a seemingly 
unlimited number of clients. Reverse proxying is based on the same technical premise, 
although it assumes that a limited number of clients is requesting access to seemingly 
unlimited servers. In WP7, caching may refer to caching media server content to be served to 
the passengers of a flight, while reverse proxying applies to the passengers browsing the 
Internet. This functionality is deployed as a VNF-based service in UC3. The VNF architecture, 
specifications and usage follow in Sections 3.2 and 3.3. 

 

 Video Transcoding: The Video Transcoding is relevant service to demonstrate as complements 
the Caching service by means of adapting the video service from a high definition copy of a 
video content stored in the Caching system to adapt the video source to the needs of the 
different users. To guarantee that that this media content is consumable from as many devices 
as possible in the aircraft, the Video Transcoding service adapts and optimizes the source 
making this online video content viewable across platforms and enabling HTTP live streaming 
and adaptive bitrate delivery, optimizing both the transport network load and the access 
network load. This service is provided through a VNF running on the media server and a Mobile 
App running on PEDs. A transcoding engine inside the VNF is in charge of delivering videos with 
different resolutions to adapt to different end users’ device types (smartphone and tablets 
with different size of the display) and capabilities. More in detail, one or more high-resolution 
video streams coming from one or more external video cameras will be transcoded and 
transmitted in real time to PEDs. The passengers can access the service by downloading the 
airline Mobile App and consume it through LTE (or Wi-Fi) radio access. The different formats of 
transcoded videos will be also stored and streamed towards end-users on demand to share 
past phases of flight. 
 

 Efficient multicast: Currently, all IFEC components (i.e. built-in screens) are wired, on-after-
the-other, to the media server. This deployment brings kilometers of cabling on-board, which 
is expensive for the airlines in terms of installation and maintenance, since it adds weight to 
the aircraft and contributes to higher maintenance costs because the connectors tend to 
break. Therefore, one of the possibilities for the next generation IFEC is replacing all these 
Ethernet cables by WiFi modules on the screens that connect to the server. Doing so, raises 
multiple challenges, especially because Wi-Fi’s performance decreases dramatically in dense 
environments such as an aircraft cabin. Moreover, there are moments in the flight when there 
is the need of sending the same content simultaneously to different clients (e.g. safety 
advertisements). That moment can become critical with unicast communications, since the 
network would overload. Therefore, multicast is a must when considering the content needs to 
be distributed to a group of passengers but not to all of them (e.g. targeted advertisements). 
However, again its behavior is not adequate over Wi-Fi. To that purpose, an efficient multicast 

                                                           
51

  See: https://www.netflix.com/gr/ 
52

  See: https://www.hbo.com/ 

https://www.netflix.com/gr/
https://www.hbo.com/
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service will be deployed to ensure the proper video transmission to different passengers’ 
groups while reducing the bandwidth utilization during these situations, allowing also the 
possibility that other services run together and smoothly at the same time (for instance, 
caching). 
 

 VoLTE: The Voice over LTE service provides voice calls for the Crew implementing a complete 
private telephony system with a self-contained IMS Core, allowing the communication of any 
kind secure delivery of instructions from the control cabin to the passenger´s cabin and 
enabling the coordination of the crew team in transoceanic flights using bigger planes with 
different passenger sections. This service is mainly delivered over the licensed RAN in order to 
guarantee the Quality of Service required for having a good user experience. A strict QoS 
management is not supported in 802.11 standards, so using this RAT for delivering this service 
may lead to degrade the user experience due to a relevant packet loss and collisions rate if we 
consider that the WiFi mainly transports Best Effort data from bandwidth demanding 
applications like the Internet access or the Efficient Multicast service. This is also the optimal 
way for isolating this service from the passenger´s network as it uses a dedicated Core Network 
for delivering this service.  
 

3.1.2 Service-Related Packet Data Networks 
The service isolation requirements, together with the network slicing paradigm used in the 5G 
ESSENCE Edge Cloud lead to design and implement an infrastructure with a dedicated and isolated 
Packet Data Network associated to each service. 
Following the description provided in the Section 2.1.1, in Figure 1, the two core networks are 
interfacing with 4 different PDNs, which are detailed in Table 6, as follows: 
 

Table 6: Packet Data Networks 
 

PDN Core Network A Core Network B 

Internet PDNs Internet PDN (CoreA) Internet PDN (CoreB) 

VoLTE PDN imsCrew - 

Media Server PDN - mediaContent 

 
The different PDNs are summarized below: 
 
 Each Internet PDN provides Internet Access to both Crew and Passenger users respectively, 

having a dedicated IP sub-net in each PDN for allocating with private IP addresses to the UEs 
that activate the APN related with this PDN in order to provide the Network Address 
Translation function to the users and IP addresses allocated in each Internet PDN. Both PDNs 
share the default gateway provided by the backhaul network for accessing to Internet.  
 

 The VoLTE PDN provides voice, video and messaging services over an IMS core, deploying in 
this network all the IMS functions of the SIP servers or proxies, collectively called Call Session 
Control Function (CSCF), that are used to process SIP signaling packets in the IMS including the 
Proxy-CSCF (P-CSCF), the Interrogating-CSCF (I-CSCF) and the Serving-CSCF (S-CSCF) functions. 
 

 The Media Server PDN provides video services from the internal movie catalog as well as Live 
media content broadcasting using in both cases the vCache and the Transcoding function, 
being coordinated with the Efficient Multicast VNF deployed together with the WiFi RAN for 
performance optimization purposes. 
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3.2 Network virtualisation, slicing and data transmission 
 

3.2.1 Slicing Model 

3.2.1.1 Slicing Model for 5GEmPower 
 
Network slicing allows creating logical networks customized with precise network resources and 
isolation properties, optimized to fulfill diverse performance requirements and to operate 
independently on a common infrastructure.  
In particular, the slicing model deployed in WP7 is leverages network programmability provided by 
5G-EmPOWER and is focused on the wireless access segment (i.e., RAN slicing). 
 
The high-level architecture of the slicing system at the radio access node is clearly depicted in Figure 
12. As it can be seen, the model builds upon two fundamental pillars, that is: a programmable 
Hypervisor and a RAN Slice Manager.  
On the one hand, the Hypervisor is responsible for managing the slices and applying the instructions 
coming from the SD-RAN controller (5G-EmPOWER). On the other hand, the RAN Slice Manager is 
responsible for allocating the physical radio resources, and for abstracting and exposing them to the 
SD-controller. It must be noted that this slicing model is tailored to the downlink frequency domain.  
 

 
 

Figure 12: High-level architecture of the RAN slicing model 
 
The network slices are created from a descriptor, which specifies the Service Level Agreement (SLA) 
(i.e. a tenant can instantiate various slices with different SLAs). Moreover, the same slice can be 
shared between various User Equipment (UEs). The parameters describing a slice descriptor are the 
following: 
 
 Slice ID: Unique slice identifier within a tenant. 

 
 Resources: Radio resources assigned to the slice. It can be expressed (as a percentage or as a 

numerical value) in terms of Resource Block Groups (RBGs) per Transmission Time Interval 
(TTI). 
 

 UEs: Maximum number of UEs that can be connected to the slice. 
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 UE scheduler: Mode in which the UEs in a given slice shall be treated. By default, resources are 
scheduled between the UEs in a Round Robin

53
 fashion. 

 

3.2.2 UC3 Edge Cloud Monitoring (Telemetry) and Analytics   
 
One of the main contributions of WP4 is the design and implementation of a framework which 
integrates Telemetry, Analytics and Orchestration systems in the CESCM used in the 5G ESSENCE Edge 
Cloud.  
The data collected by the monitoring system is provided to a set of analytics techniques capable of 
extracting insights from the data and, via feedback loop, enables the realization of efficient resource 
allocation across the infrastructure, through the orchestration system.  
Figure 13 depicts the components of this framework, while additional details can be found in the 5G 
ESSENCE deliverables D2.3 and D4.2.  
 

 
 

Figure 13:  Components of the telemetry, analytics and orchestration framework in 5G ESSENCE 
 
In particular, the orchestration part uses the ETSI NFV-MANO architecture as starting point [63] and, 
as shown in Figure 14, extends it with a new layer or middleware in order to enhance the placement 
of VNFs and to automate mitigation actions according to the alarms generated by the telemetry 
system.  

                                                           
53

  Round-robin (RR) is one of the algorithms employed by process and network schedulers in computing. Also 
see, for example: https://en.wikipedia.org/wiki/Round-robin_scheduling  

https://en.wikipedia.org/wiki/Round-robin_scheduling
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Figure 14: 5G Essence Orchestration architecture 
 
Then follows a description of the main components of this architecture:  
 
 Virtualized Infrastructure Manager (VIM): The VIM manages the NFVI compute, storage and 

network resources.  
 

 NFV Orchestrator (NFVO): The NFVO manages the lifecycle of the Network Services across the 
resources controlled by the VIMs. 

 

 Alert Mitigation Manager (AMM): Reacts to alarms related to metrics of the deployed services 
and triggered by the telemetry module, sending a mitigation action to OSM or to the 
Placement Assistant.  

 

 Placement Assistant (PA): Enables smart and efficient placement of VNFs according to the 
inputs received by the analytics module.  

 
Note that both components of the new middleware are optional. In fact, due to the static nature of 
this use case, where services and their placement can be well planned before the takeoff, according 
to the available resources, the analytics module and the placement assistance are not specifically 
needed.  
 
Thus, apart from the VIM and the NFVO, in this use case we will consider the interaction between the 
Telemetry and the AMM modules. This interaction is key for enabling the Fault Management system, 
which will be described in Section 4.4. 
  
Regarding the VIM and NFVO components, in the 5G ESSENCE framework these are implemented by 
using OpenStack

54
 and OSM

55
, respectively: 

 
 OpenStack: Queens

56
: For UC3, DevStack

57
 is used as installer and it is deployed in a multi-

compute nodes configuration, including one controller node in the Main DC and multiple 
compute nodes in the LightDC. 

                                                           
54

  See: https://www.openstack.org/ 
55

  See: https://osm.etsi.org/ 
56

  For more details see: https://www.openstack.org/software/queens/ 

https://www.openstack.org/
https://osm.etsi.org/
https://www.openstack.org/software/queens/
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 OSM release 5

58
: The selection of this version has been agreed among the whole 5G ESSENCE 

consortium and will be used across the different demonstrations. 
 

3.2.3 Deployment and orchestration in Orion NFVI-PoP 
 
The ORION partner has deployed a local NFVI-PoP to develop and test the VNF, prior to the final 
testing and integration that will take place on the ZII site. The NFVΙ Point-of-Presence (PoP) in 
ORION’s Athens site (as in Figure 15) runs the Openstack Ocata distribution

59
, based on Centos 

7.4.1708
60

. The OpenStack controller and a compute node are situated on a single server, thus 
denoting this an “all-in-one” deployment.  
 
The PoP provides networking to the VNFs through OpenStack’s Neutron service

61
. All the networking 

is therefore handled automatically by OpenStack, provided that the required physical networks are 
present. Available storage includes SAS/iSCSI and EqualLogic high-capacity 3.5” drives. The PoP 
utilizes the OpenStack default back-end drivers and is utilised to deploy VNFs based on the KVM 
hypervisor, although support for Docker containers

62
 via vim-emu is also provided (requiring OSM 

release 5). As OSM follows a quick release cycle, multiple versions of the orchestrator were assessed 
prior to the selection of Release 5.  
The VNF is instantiated as part of a dedicated network service and does not require to be instantiated 
with other linked VNFs in a service or within a service chain scenario. 
 
In addition to the PoP, three bare metal servers running ESXi virtualisation software

63
 are provided. 

The ESXi servers are able to provide VMs for other additional core functionalities such as a 
Prometheus server, various NFVO releases, etc.  Additional networking infrastructure includes a Cisco 
5500 Series

64
 Adaptive Security Appliance (integrating firewall, NAT and Intrusion Detection 

capabilities), a Cisco 2900 Series Integrated Services Router, and two switches, namely an SDN-
enabled HPE Aruba 3800

65
 with the OpenDaylight

66
 (ODL) controller (version Carbon

67
) and a Dell 

Switch.  
The NAT is configured either to be dynamic in order to allow all the hosts to reach internet or public 
addresses, or static NAT to allow also access to specific services from the inside networks to be 
reachable outside the firewall. 
 

                                                                                                                                                                      
57

  For informative purposes see, for example: https://docs.openstack.org/devstack/latest/ 
58

  See: https://osm.etsi.org/wikipub/index.php/OSM_Release_FIVE 
59

  For further details see: https://www.openstack.org/software/ocata/ 
60

  See: http://vault.centos.org/7.4.1708/ 
61

  See: https://wiki.openstack.org/wiki/Neutron 
62

  See: https://www.docker.com/why-docker 
63

  See, among others: https://en.wikipedia.org/wiki/VMware_ESXi 
64

  See: https://www.cisco.com/c/en/us/products/wireless/5500-series-wireless-controllers/index.html  
65

  See: https://support.hpe.com/hpsc/doc/public/display?docId=emr_na-c03007219  
66

  OpenDaylight (ODL) is a modular open platform for customizing and automating networks of any size and 
scale. The OpenDaylight Project arose out of the SDN movement, with a clear focus on network 
programmability. It was designed from the outset as a foundation for commercial solutions that address a 
variety of use cases in existing network environments. For more  details see: https://www.opendaylight.org/  

67
  See: https://www.opendaylight.org/what-we-do/current-release/carbon  

https://docs.openstack.org/devstack/latest/
https://osm.etsi.org/wikipub/index.php/OSM_Release_FIVE
https://www.openstack.org/software/ocata/
http://vault.centos.org/7.4.1708/
https://wiki.openstack.org/wiki/Neutron
https://www.docker.com/why-docker
https://en.wikipedia.org/wiki/VMware_ESXi
https://www.cisco.com/c/en/us/products/wireless/5500-series-wireless-controllers/index.html
https://support.hpe.com/hpsc/doc/public/display?docId=emr_na-c03007219
https://www.opendaylight.org/
https://www.opendaylight.org/what-we-do/current-release/carbon
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Figure 15: ORION Athens NFVI-PoP and related infrastructure 
 

3.2.4 vCache VNF 
 
Caching refers to reducing server load by serving and reusing local copies of digital contents to the 
clients. It assumes that a limited pool of resources is serving a seemingly unlimited number of clients. 
Reverse proxying is based on the same technical premise, although it assumes that a limited number 
of clients is requesting access to seemingly unlimited servers.  
In the context of WP7, caching may refer to caching media server content to be served to the 
passengers of a flight, while reverse proxying applies to the passengers browsing the Internet. This 
functionality is deployed as a VNF-based service in UC3. 
 
The vCache VNF aims at reducing the latency and backhaul network utilization for potential video 
service providers to maximize the quality of experience of the passengers.  
 
Figure 16, below, illustrates the architecture of the vCache VNF, illustrating the main components and 
interfaces: 
 
 VNFC-1 (Squid Proxy + Management): Squid Proxy is an open source caching and forwarding 

HTTP web proxy. It can cache web pages, DNS requests and lookups for passengers sharing 
network resources, acting as a reverse proxy. Squid supports protocols like HTTP/HTTPS, FTP, 
Gopher

68
, SSL, etc. This is also utilised as the management VNFC, so it is configured to receive 

lifecycle management messages (e.g. start, stop, etc.) through the standardised SWA-3 
interface

69
. The management VNFC can optionally receive runtime configurations through a 

SWA-4 interface. This feature is optional for UC3, as the scenario is not so dynamic that it 
requires runtime configuration of the proxy. 
 

 VNFC-2 (VideoCache
70

): While VNFC-1 houses the intelligence behind the caching service, 
VNFC-2 provides the storage for the cached content and the VideoCache open-source Squid

71
 

URL rewriter plugin. The plugin is written in Python
72

 and is used for bandwidth optimization 
when the passengers utilise a media server. 
 

                                                           
68

  Also see: https://en.wikipedia.org/wiki/Gopher_(protocol)  
69

  The SWA interface is specified in 3GPP TS 29.273. 
70

  VideoCache, [Online]. Available: https://cachevideos.com  
71

  For more informative details see, among others: https://en.wikipedia.org/wiki/Squid_(software) 
72

  See: https://www.python.org/ 

https://en.wikipedia.org/wiki/Gopher_(protocol)
https://cachevideos.com/
https://en.wikipedia.org/wiki/Squid_(software)
https://www.python.org/


Embedded Network Services for 5G Experiences (5G ESSENCE)    
Grant Agreement No.761592                                                                                                    20.04.2019 

 

Deliverable D7.2 (“Prototypes of network services and integration planning for Use Case 3”)  57/111 

 VNFC-3 (Optional Metrics Storage): If any caching metrics are required, they can be stored 
within VNFC-3 and exported to a Grafana user interface (UI). This is considered optional as 
these metrics are not actively utilised in UC3.  
 

 VNFC-4 (Node Exporter
73

): is used to export resource utilisation data from the Virtual Machine 
hosting the VNF, in an appropriate format for the Prometheus

74
 monitoring system. Similar to 

VNFC-3, internal storage may be used optionally to gather these data and store them locally 
within the VNF. 

 
In addition to the main functionalities, the VNF features some standardized interfaces, further defined 
in the ETSI MANO and NFV Architectural Framework ([56], [56]). For example, SWA-2 is the standard 
interface between two communicating VNF components, while SWA-3 is the standard interface for 
management communications. An additional interface is provided to Node Exporter, so as to relay 
selected metrics to Prometheus for further analysis. 
 

 
 

Figure 16: Architecture of the vCache VNF 
 
The sequence diagram provided in Figure 17 illustrates how the main components of the vCache 
interact to provide its functionality. When a user (Client A) requests a movie that is not cached, this is 
fetched from the original content server (in this case the RAVE© media server) and cached.  
Upon request from Client B, the copy is already cached and is served directly from the VNF, thus 
reducing the delay to reach Client B and the network load. The cache serves as the video store and its 
behavior depends on the proxy configuration (received through its simple UI) and other factors like 
HTTP headers governing expiration of the content. 
 

                                                           
73

  Node Exporter Github page [Online] https://github.com/prometheus/node_exporter  
74

  Prometheus monitoring server and time series database [Online] https://prometheus.io/  

https://github.com/prometheus/node_exporter
https://prometheus.io/
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Figure 17: Sequence diagram of the vCache functionality 
 
 
The following table (Table 7) summarises the technical specifications for vCache. 
 

Table 7: vCache technical specifications 
 

General 
information 

VNF name vCache 

Prepared by ORION 

Release No. & Date V0.3 (M20) 

Due date for operational version M22 

UC3 
Requirements 

1. Deployment: The VNF is on-boarded, enabled and instantiated by 
OSM. 

2. Lifecycle Management: The VNF receives lifecycle management 
messages through the SWA-3 interface from the VNF Manager. 

3. Configuration: The VNF is configured and the media server is 
reachable. 

4. Functionality: The VNF parses network traffic and provides metrics. 
5. Display: The VNF exports network monitoring data to be visualised in a 

Grafana UI. 
6. Resource monitoring: The VNF exports resource utilisation data.  

Base Image Base image is based on Ubuntu 18.04
75

 and the KVM hypervisor
76

.  

Inputs Ingress traffic, Lifecycle management messages, External configurations 

Outputs Egress traffic, Network monitoring data, Resource monitoring data 

Acceptance 
Criteria 

The VNF is able to provide its functionality and reduce contribution to E2E 
latency. 

Testing & Quality 
control 

To test if the VNF fulfils the requirements additional infrastructure is required, 
such as: an instance of OSM and an OpenStack NFVI-PoP, a media server (e.g. 
Plex, Rave©, etc.) and media files to be replayed.  

Additional 
information 

The VNF package contains the VNF image, related descriptors and charm 
configuration file. 

                                                           
75

  For more details see: http://releases.ubuntu.com/18.04/ 
76

 KVM hypervisor is the virtualisation layer in Kernel-based Virtual Machine (KVM), a free, open virtualization 
architecture for Linux distributions. Also see: https://whatis.techtarget.com/definition/KVM-hypervisor 

http://releases.ubuntu.com/18.04/
https://whatis.techtarget.com/definition/KVM-hypervisor
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Resource 
Requirements 

2 virtual processors, deployed in 40GB storage/4GB memory flavour is 
recommended. 

 

3.2.5 i-EVS  
The i-EVS framework can provide immersive video services at the network edge. It consists of two 
main parts:  
 

1. The i-EVS Mobile Edge (ME) Application (in the form of VNF), running on the edge computing 
platform, and; 

 
2. The i-EVS End-User App, running on mobile personal devices. 

 
The ME App can provide real-time or file-based media content sharing capabilities to consumers. 
Furthermore, it can manage users and groups, by storing and maintaining updated the related 
information in an appropriated Database (DB). 
 
The End User App runs on the smartphones or tablets of end-users, where it can be downloaded on 
demand. It offers the possibility to register to i-EVS, and to create groups of users who can share 
media contents, off-line or in real-time. The main features of the i-EVS ME App and End User App, as 
well as their interactions, are briefly summarized in the following paragraphs. 
 
The i-EVS ME App 
 
The i-EVS ME App consists of three VNF Components (VNFCs), namely the “VTU” Media Engine (ME), 
the “eSTORE” repository and the “dB” database. 
 
 
VTU VNFC 
 
The VTU, shown in Figure 18 provides three basic functionalities:  
 
 Video transcoding capabilities,  

 
 Video streaming capabilities;  

 
 System monitoring functionalities, to support the system maintenance process. 

 

 
 

Figure 18: VNF of the video transcoding service. 
 
The VTU can convert video streams from one format to another, through transcoding, trans-rating 
and scaling operations (below, the term “transcoding” includes trans-rating and scaling operations). 
Depending on the required service, the source video sequence could reside as a pre-recorded file on a 
storage system, or come as a real-time packet stream. The requested transcoding service could be 
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mono-directional, as in video stream distribution applications, or bi-directional, as in real-time 
videoconferencing. 
 
The VTU supports the most popular video codecs, such as H.264

77
, H.265

78
 and VP8/VP9

79
. The VTU 

takes advantage of the potential presence of NVIDIA GPUs
80

 to improve overall performance and 
efficiency.  
Video streams published by the users are recorded by the VTU and saved in a distributed storage 
system (eSTORE), to be shared at a later time. This way, pre-recorded video contents can be streamed 
to single users, to an entire group or to all the users.  
The VTU can also offer to system managers monitoring data, to monitor the VTU status and 
performance during service, collecting data to a local database. 
 
 
 eSTORE VNFC 
 
The eSTORE VNFC offers local storage capabilities to groups of users. This way, the operation of 
content upload and/or download to a storage system can significantly speed up, since it can be 
carried out without accessing the core network. This feature is particularly relevant during crowded 
events, when the backhaul connection becomes a contended resource that can originate bottlenecks 
for any activity involving the core network. 
 
 
dB VNFC 
 
The dB VNFC collects and monitors relevant information about users and groups, which have 
registered to the i-EVS system.  
When a user connects for the first time to the local access network, it can download the End User 
App. The next step is the registration to the system, through which the user is permanently identified 
by a name and/or nickname. The interaction between the End User App and the dB VNFC allows users 
to create a group where video contents can be shared.  
For each user, the database stores all the relevant information about identity, group belonging, 
connectivity, and Service Level Agreement, so as to provide the required type of service. The dB 
component also provides basic security functionalities, such as user password management. 
 
 
The i-EVS End-User App 
 
The i-EVS system provides two different interfaces to end users. One is based on web services, and is 
accessible from any browser; the other is thought to improve QoE, and has been developed as a 
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  H.264 or MPEG-4 Part 10, Advanced Video Coding (MPEG-4 AVC) is a block-oriented motion-compensation-
based video compression standard. As of 2014, it is one of the most commonly used formats for the 
recording, compression, and distribution of video content.

[1]
 It supports resolutions up to 8192×4320, 

including 8K UHD  
78

  High Efficiency Video Coding (HEVC), also known as H.265 and MPEG-H Part 2, is a video compression 
standard, designed as a successor to the widely used AVC (H.264 or MPEG-4 Part 10). In comparison to AVC, 
HEVC offers from 25% to 50% better data compression at the same level of video quality, or substantially 
improved video quality at the same bit rate. It supports resolutions up to 8192×4320, including 8K UHD, and 
unlike the primarily 8-bit AVC, HEVC's higher fidelity Main10 profile has been incorporated into nearly all 
supporting hardware. 

79
  VP9 is an open and royalty-free video coding format developed by Google. It is the successor to VP8 and 

competes mainly with MPEG's High Efficiency Video Coding (HEVC/H.265). At first, VP9 was mainly used on 
Google's video platform YouTube. The emergence of the Alliance FOR Open Media, and its support for the 
ongoing development of the successor AV1, of which Google is a part of, led to growing interest in the 
format. 

80
   For further information about NVIDIA’s GPUs also see, among others: 

https://en.wikipedia.org/wiki/List_of_Nvidia_graphics_processing_units  

https://en.wikipedia.org/wiki/H.264/MPEG-4_AVC#cite_note-1
https://en.wikipedia.org/wiki/List_of_Nvidia_graphics_processing_units
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mobile “App” (the i-EVS End User App), which can be downloaded by consumers on their Mobile 
Terminals. 
All the activities described above, related to the i-EVS ME App, can be accessed through this End User 
App: registration, creation of groups, upload/download of contents, video chatting. 
 
Referring to the current use case, the aircraft becomes a self-contained 5G network edge wherein 
computing, storage and networking resources are deployed. The video coming from the external 
camera during the flight time is routed to the Media-server that is responsible for running the i-EVS 
ME App, providing transcoding and local distribution. In particular, the source video stream will be 
transcoded by the VTU in three different formats that, in turn, will be stored and streamed towards 
end-users on demand.  
 

 
 

Figure 19: VNF of the video transcoding service. 
 

In Figure 20 we show the relationship between the three VMs (VNFCs) when the transcoding and 
storing services start. The transcoding session should start at take-off and the resulting streaming 
flows (with different resolutions) will be directed to eSTORE for storing.  
In fact, LTE connectivity for PEDs will be allowed only reaching a specific altitude. So, the take-off and 
landing phases will not be visible by passengers in real time, but only later, connecting to the eSTORE 
Component.  After registration, the user can request a Real Time video stream or a recorded video 
stream on its PED, originating the sequence reported below.  
 

 
 

Figure 20: Sequence diagram for registration, transcoding and storing functionalities 
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The most relevant KPI for the transcoding VNF is the number of frames per second (fps) that the 
platform is able to process in the transcoding operation. It depends on many factors, such as the 
encoding algorithm (i.e. H.264, H.265), the input and output resolution and frame rate, the video 
quality and the computing resources.  
Other KPIs are the transcoding efficiency (that can be expressed as the fps/power-consumption ratio) 
and the overall latency (the delay introduced by the transcoder with respect to the real time video 
reception). 
 

Table 8: i-EVS technical specifications 
 

General 
information 

VNF name i-EVS 

Prepared by ITALTEL 

Release No. & Date V1.2 (M20) 

Due date for operational version M22 

UC3 
Requirements 

1. Deployment: The VNF is on-boarded, enabled and instantiated by 
OSM. 

2. Lifecycle Management: The VNF receives lifecycle management 
messages from the VNF Manager. 

3. Configuration: The VNF is configured and the media server is 
reachable. 

4. Functionality: The VNF features Real Time video transcoding, RT video 
streaming, recording video contents and provides metrics. 

5. Display: The VNF exports network monitoring data to be visualized in a 
Grafana UI. 

6. Resource monitoring: The VNF exports resource utilization data.  

Base Image Base image is based on Ubuntu 18.04 and the KVM hypervisor.  

Inputs 
Video camera streaming, Lifecycle management messages, External 
configurations. 

Outputs 
Multi-format and multi-protocol RT video streaming , Network monitoring data, 
Resource monitoring data. 

Acceptance 
Criteria 

The VNF is able to provide its functionality improving QoE. 

Testing & Quality 
control 

If there is no availability of video cameras we need using a new instance of OSM 
to simulate video sources. 
In addition we need vITAminic Android mobile App running on UE. 

Additional 
information 

The VNF package contains the VNF image with related descriptors . 

Resource 
Requirements 

At least 6 virtual processors, deployed in 40GB storage/6GB memory flavor is 
recommended. 

 
 

3.2.6 Efficient Multicast 
 
As mentioned in Section 3.1, multicast delivery over Wi-Fi will be used to distribute the video content 
to the seat screens of the passengers. Several multicast groups will be needed to be deployed 
simultaneously in order to transmit the different types of video (e.g., safety video for business class, 
and for economy class). Nevertheless, the multicast mode incurs severe reliability issues due to the 
lack of acknowledgements and retransmissions. Consequently, in Wi-Fi networks data is distributed 
using the lowest Modulation and Coding Scheme (MCS). Although this maximizes the delivery 
probability, it also results in a higher channel occupation. Consequently, it also limits scalability when 
the number of simultaneous transmissions increases.  
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In this context we introduce an efficient multicast solution building on Software-Defined Networking 
principles and implemented taking as a reference 5G-EmPOWER [11], a programmable Mobile 
Network Operating System supporting diverse heterogeneous Radio Access Technologies (RATs). 
Details on such a platform will be provide in Section 2.5.2. The working mode of the solution is based 
on the use of multicast retransmission policies included in IEEE 802.11aa [14], allowing it to perform 
data rate selection and to manage several multicast sessions.  
 
Such operations are performed as follows: 
 
 Rate Selection. Since multicast traffic lacks feedback information from the users, this operation 

is divided in two phases. In the first phase (the shortest one), the 5G-EmPOWER controller sets 
Direct Multicast Service (DMS) as multicast policy with the aim of retrieving the rate control 
statistics of all the users in a multicast group. Notice that this policy transmits per each 
multicast frame as many unicast frames as the number of users in a group. The rate control 
statistics are used to calculate the MCS with the highest delivery probability, which is 
calculated as the intersection of these data rates. Then, the 5G-EmPOWER controller sets 
legacy multicast as the policy to be used during the second phase and instructs the APs to use 
the MCS calculated before. This process is periodically repeated to account for updates in the 
wireless channel.  
 

 Multicast Services Orchestration. Since one instance of the efficient multicast algorithm is 
necessary for each multicast group, the performance would be greatly impaired given the need 
to transmit several videos simultaneously due to the overlap of the DMS phases. To solve this 
problem, the unicast period (DMS) of each multicast group is scheduled in different time slots. 
The duration of the two periods (Legacy and DMS) is divided into n parts: one part for the DMS 
period, and n-1 parts for the Legacy one. In this way, the algorithm schedules the unicast 
period of each group in a different slot. 

 

3.2.7 Wi-Fi cRRM optimization for video steaming 
 
Dynamic Adaptive Streaming over HTTP (DASH) based video streaming has been adopted as the main 
mechanism to consume on-demand videos, being included for instance in Rel.16 of the 3GPP 
specification [67]. Using DASH, clients obtain a Media Presentation Description (MPD) file from the 
media server, which offers a list of different representations (i.e. different qualities or video rates) of 
a single video. Each available representation is fragmented in segments that are downloaded by the 
client on-demand using HTTP. Thus, each DASH client can adapt the requested video rate to its 
specific network and playback conditions according to its implemented rate adaptation algorithm 
[68]. However, in scenarios where several clients share a bottleneck link, as is the case of the Wi-Fi 
IFEC, the fact that the client lacks of a global view of the network, leads to deficient rate adaptations 
and poor performance [69].  
 
The centralized association/mobility solution for the Wi-Fi RAN introduced in Section 2 enables the 
development of cRRM optimizations which can make use of a global view of the RAN provided by the 
cSD-RAN Controller (i.e. centralized configuration, management and telemetry) to enhance the 
performance of this scenario by intelligently allocating users across the available APs and wireless 
channels according to their traffic demands (i.e. the video qualities encoded in the MPD file).  
 
In addition, this solution can be combined with Server and Network Assisted DASH (SAND) 
enhancement [70] to provide a recommended video rate to the clients which is adapted to the 
monitored network conditions. Figure 21 summarizes the procedures of this solution, while additional 
details and results will be found in [71] and in following deliverables.  
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For the time being, obtained results are based on simulations emulating an airplane scenario, 
although a real implementation is being developed using DASH.JS

81
. Thus, no specific VNF descriptors 

are provided. 
 

 
 

Figure 21: Wi-Fi cRRM optimization network model 
 
 

3.2.8 5G Edge vRAN implementation using Kubernetes 
 
The Axyom edgeRAN implementation based in Kubernetes and used in the User Case 3, is described in 
Figure 22. Here, the two main components that compose the licensed RAN are shown splitting the SW 
components that are running in the small cell PNF, that implements the DU and RU functions, while 
the Edge Cloud hosts the CU function that includes the OAM and the SON, as well as the EMS for the 
licensed RAN. 
 

 
 

Figure 22: 5G Edge vRAN implementation using Kubernetes 
 
The virtualized RAN is then implemented in a Kubernetes VM deployed in the OpenStack, isolating 
from the rest of the VNFs the licensed RAN protocol stack function. In this sub-section, the goal is 
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  See: https://github.com/Dash-Industry-Forum/dash.js/wiki 

https://github.com/Dash-Industry-Forum/dash.js/wiki
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describing the Kubernetes based solution from a NFVI perspective, detailing the design used for 
implementing a vRAN solution as well as the individual Kubernetes NFVI components deployed in the 
5G ESSENCE Edge Cloud implemented for demonstrating Use Case 3. 
 
The main goal of this precise virtual RAN implementation, beyond providing standard cloud 
computing benefits and characteristics (broad network access, rapid elasticity, measured service, on-
demand self-service and resource pooling) the infrastructure agnostic design allows the virtual RAN 
SW framework to be deployed in both a virtual or a physical environment according to the specific 
needs of the NFVI. To support this design requirement, the solution implements a container-oriented 
cluster solution based in Kubernetes, since it fulfils previously described paradigms and eases 
abstraction environment for implementing network function virtualization of the upper layers of the 
RAN protocol stack into an agnostic host. Other strategies could be also used, but the experience 
shows that the hypervisor lack of these implementations makes container orchestration the best 
option for this particular high-performance RAN implementation: 
 
 PERFORMANCE: Using nested hypervisors would make unappropriated resources use, what 

will directly impact on SaaS offered. 
 

 FLEXIBILITY: Having a virtual infrastructure scores in both, the possibility of integration in 
hybrid deployment models (from public clouds to private bare metal servers) and the 
independency of underlying configurations, since hosted infrastructure has its own well-known 
resources, from networking to storage. 
 

 SECURITY: Since multitenancy will be handled by IaaS layers based on a hypervisor, the main 
source of risk for containerized environments, isolation, has been delegated to lower 
infrastructure; laterally, only one tenant is being attended on virtualized IaaS. 

 

Kubernetes (k8s) is as a portable, extensible open-source platform for managing containerized 
workloads and services, that facilitates both declarative configuration and automation [74]. A k8s 
cluster is formed by elements of two different classes: masters and nodes. Master entities are focused 
on the control plane, and the components used in the Axyom edgeRAN are [75]: 
 
 kube-apiserver: Component on the master that exposes the Kubernetes API. It is the front-end 

for the Kubernetes control plane. It is designed to scale horizontally, that is, it scales by 
deploying more instances. 
 

 etcd: Consistent and highly-available key value store used as Kubernetes’ backing store for all 
cluster data. In the Axyom edgeRAN solution, there is a secondary storage acting as a backup 
of the etcd’s data for the Kubernetes cluster in order to enable fast recovery and minimal 
unavailability time.  
 

 kube-scheduler: Component on the master that monitors and controls newly created pods 
that have no node assignment, selecting a node for them to run on. Factors taken into account 
for scheduling decisions include individual and collective resource requirements, 
hardware/software/policy constraints, affinity and anti-affinity specifications, data locality, 
inter-workload interference and deadlines. 
 

 kube-controller-manager: Component on the master that runs controllers. Logically, each 
controller is a separate process, but to reduce complexity, they are all compiled into a single 
binary and run in a single process. These controllers include: 
 
o Node Controller: Responsible for notifying and responding when nodes go down. 

 
o Replication Controller: Responsible for maintaining the correct number of pods for every 

replication controller object in the system. 
 



Embedded Network Services for 5G Experiences (5G ESSENCE)    
Grant Agreement No.761592                                                                                                    20.04.2019 

 

Deliverable D7.2 (“Prototypes of network services and integration planning for Use Case 3”)  66/111 

o Endpoints Controller: Populates the Endpoints object (that is, joins Services & Pods). 
 

o Service Account & Token Controllers: Creates default accounts and API access tokens for 
new namespaces. 

 
 cloud-controller-manager: This component runs controllers that interact with the underlying 

cloud environment, the OpenStack running in the 5G ESSENCE Edge Cloud, allowing the cloud 
infrastructure based in OpenStack and the Kubernetes infrastructure to evolve independently 
one in respect the other. The following controllers have cloud infrastructure dependencies: 
 
o Node Controller: For checking the cloud infrastructure to determine if a node has been 

deleted in the cloud after it stops responding. 
 

o Route Controller: For setting up routes in the underlying cloud infrastructure. 
 

o Service Controller: For creating, updating and deleting cloud infrastructure load 
balancers. 
 

o Volume Controller: For creating, attaching, and mounting volumes, and interacting with 
the cloud infrastructure to orchestrate volumes. 
 

On the other hand, the node elements have the following components, maintaining running pods and 
providing the Kubernetes runtime environment. Node components run on every node: 
 
 Kubelet: An agent that runs on each node in the cluster. It makes sure that containers are 

running in a pod. The kubelet takes a set of PodSpecs that are provided through various 
mechanisms and ensures that the containers described in those PodSpecs are running and 
healthy. The kubelet does not manage containers which were not created by Kubernetes. 
 

 kube-proxy: It enables the Kubernetes service abstraction by maintaining network rules on the 
host and performing connection forwarding. 
 

 Container Runtime: The container runtime is the software that is responsible for running 
containers. Kubernetes supports several runtimes: Docker, containerd, cri-o, rktlet and any 
implementation of the Kubernetes CRI (Container Runtime Interface). 

 
The schema of the NFVI that is represented in Figure 23 illustrates the previous concepts where, each 
element can be configured as an instance within an IaaS provider, a virtual machine on the 5G 
ESSENCE Edge Cloud OpenStack infrastructure or even on a bare metal server if it is required. 
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Figure 23: 5G Edge vRAN NFVI implementation using Kubernetes 
 
As a result of all the above mentioned services and components, the Kubernetes NFVI supports the 
following features in terms of orchestration and NFVI Management: 
 
 Service discovery and load balancing: Each application relies on the private networking and 

discovery mechanism provided by Kubernetes, which gives containers their own IP addresses 
and a single DNS name for a set of containers, being able to load-balance across them if it is 
required. 

 
 Automatic Container Deployment: The Kubernetes orchestrator automatically deploys 

containers based on their resource requirements taking into consideration other constraints, 
optimizing the overall system availability, optimizing the overall available resources though the 
execution requirements analysis that considers critical and best-effort workloads. 

 
 Storage orchestration: The Kubernetes solution automatically mount the required storage 

system required for the application, being in this case CEPH
82

, as the 5G ESSENCE Cloud Edge 
infrastructure uses OpenStack, as Ceph Block Device images can be natively integrated with 
OpenStack through libvirt. 

 
 Self-healing: The Kubernetes orchestrator restarts containers that present failures, replaces 

and reschedules containers when nodes crash, kills containers that don’t respond to the self-
healing policies defined in the system and controls the availability of the containers not 
publishing the availability until they are ready to operate. 

 
 Automated rollouts and rollbacks: Kubernetes implements a solution for managing application 

upgrades of the vRAN application and its configuration, being able to track the application KPIs 
to guarantee that there are active instances and no service interruption, being able to rollback 
to the previous working version if there is a controlled event that generates a failure. 
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  See: https://ceph.com/ 

https://ceph.com/
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 Confidential Data, Secrets and Configuration Management: The Kubernetes system deploys 
and updates secrets and application configuration without rebuilding the application image 
and without exposing secrets in the stack configuration. 

 
 Horizontal scaling: Kubernetes manages the vRAN application automatically scale up and 

down automatically based on CPU usage. 
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3.3 Deployment descriptor of the different network services 
 

3.3.1 RAN slice descriptors: intermediate stage 
 
RAN slices are created from a descriptor provided by the slice owner to the infrastructure provider 
specifying the Service Level Agreement (SLA). The SLA identifies the service level requirements 
requested by the slice owner (e.g., the aggregated throughput, the number of PRBs, etc.). An example 
of the parameters composing a descriptor are presented above.  
However, a deeper description of each parameter is provided in Section 5.1.2.1. 

 
 Tenant: 5GESSENCE 

 
 dscp: 0x01 

 
 rbgs: 6 

 
 sched_id: 1 

 

 

3.3.2 Core slice descriptors: intermediate stage 
 
As described in Section 2.2.1, the core network to be deployed in this WP7 is the Open5GCore from 
Fraunhofer Fokus. For that purpose, an image containing an all-in-one set-up will be used. In other 
words, all core networks components are going to be deployed inside the same Virtual Machine.  
 
The requirements for each Open5GCore VM, provisioned in OpenStack, are: 
 
 1x Network Interface. 

 
 4x Virtual CPUs. 

 
 GB RAM. 

 
 40 GB Disk. 

 
 1x Floating IP. 

 
It is planned that two instances of this component are going to be instantiated together, in such a 
fashion that MOCN is enabled. Thus, the main parameters to be configured are the Mobile Country 
Code (MCC) and the Mobile Network Code (MNC), which will provide the PLMN ID

83
 of each core 

network instance. 
 
 

3.3.3 VNF and Network Service descriptors: intermediate stage 

3.3.3.1 Descriptors and Records 
 
Instantiation of a service requires a valid VNF image stored on the side of the VIM, as well as a set of 
deployment templates known as descriptors which are submitted to OSM. The descriptors provide 
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  PLMN ID = MCC + MNC. For instance, PLMN ID 26296 is made of MCC = 262 MNC = 96. 
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static information used in the process of on-boarding and instantiating a service. Once a service is 
instantiated, the dynamic run-time information is contained in records.  
 
Specifically, the NFVO’s VNF Catalogue contains the VNF Descriptors (VNFDs).  The VNFD describes 
the deployment and operational behavior requirements of the VNF. Information typically detailed in 
the VNFD contains deployment instructions, scaling policies, configuration information and 
monitoring parameters.  
Moreover, the VNFD contains connectivity, interface and KPIs requirements that can be used by the 
NFVO to establish appropriate virtual links between VNF components instances, or between a VNF 
instance and the endpoint interface to other virtual functions.  
The Network Service Catalogue contains the Network Service Descriptor (NSD) which shows how 
one or multiple VNFs can be interconnected to create the service. It contains reference to the 
VNFD(s), to any Physical Network Functions Descriptors (PNFs, if any) to NS lifecycle management 
scripts, scaling policies etc.  
 

3.3.3.2 Instantiation and lifecycle management 
 
In order for a VNF to be instantiated into a service, the following requirements must be met: 
 
 OSM and OpenStack must be installed and integrated properly: OpenStack must be 

configured to be reachable by OSM. Other special configurations might be required to enable 
advanced features like Enhanced Platform Awareness (EPA) optimisations.  
 

 The VM image must be uploaded on the VIM: This action can easily be performed via 
command line interface or GUI. 
 

 The VNFD & NSD must be on-boarded (loaded on OSM) and enabled: This can be performed 
either through the OSM client CLI or through the OSM web interface. Validation of the 
descriptor is performed automatically. 

 
Once the OSM administrator requests the instantiation of a service, the following steps are 
performed: 
 
 OSM validates the request by ensuring that there is a valid VNF descriptor that is not disabled 

or marked to be deleted from the catalogue. Deleting or disabling a VNFD does not affect 
running services, but such actions prohibit further instantiation. 
 

 OSM performs a feasibility check to ensure that the required resources are available from the 
VIM. 
 

 Resources are allocated and network interconnections are set up through OSM, OpenStack & 
Juju

84
 (the VNFM) based on the VNFD & NSD information. Each instantiated VNF corresponds 

to a LXD container
85

 that is launched in OSM to house the juju proxy charm.  
 

 Basic configuration of the instance is performed by the VNFM based on the primitives and 
actions defined in the Juju charm. 
 

 OSM acknowledges successful instantiation and configuration and informs the administrator. 
Uptime is immediately monitored. 
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  For more details also see: https://jujucharms.com/  
85

  https://linuxcontainers.org/lxd/introduction/  

https://jujucharms.com/
https://linuxcontainers.org/lxd/introduction/
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4 5G ESSENCE Monitoring & Management Framework 
 
The flexible Monitoring Framework developed in WP4 and described in D4.1 [73] is able to adapt to 
any 5G ESSENCE-based scenario described in the project. The core of the framework is centralized in 
the Main DC, extracting metric data from diverse physical and virtual devices and services all over the 
whole environment. 
 
In Use Case 3, the computational, networking and radio resources are very limited, due to the 
available energy consumption dedicated to the general in-flight entertainment in detriment of plane 
devices, being very challenging to maintain the streaming QoS when the infrastructure load increases.  
 
The proposed 5G ESSENCE intelligent service placement allows to take decisions based on the data 
given by the Monitoring Framework, that retrieve enough information about the environment usage 
and its devices to inform the VNF orchestrator about the best potential location to deploy, scale or 
migrate the different services, adapting and balancing the load in the most resource-efficient way. 
Summing the ability of relocation guided by monitoring data and the different services deployed, as 
multicasting (Section 3.2.6) and caching services, (Section 3.2.4) developed also to reduce the overall 
load of the infrastructure and to avoid bottlenecks when streaming media content, it is possible to 
increase greatly the on-flight entertainment capacity. 
 
This section describes the ways to monitor the particularities of the Use Case 3, including the 
infrastructure, services and radio parameters needed to analyze correctly the overall performance of 
the system and to provide precise information about its usage, useful to make decisions concerning 
the placement of services. 
 
The section provides an overview of the different monitoring and management services taking into 
consideration the different management and monitoring planes (NFVI and RAN Infrastructure), so the 
traditional Management Functions including the Configuration Management, the Fault Management 
and the Performance Management services having specific realizations for the cloud infrastructure. 
 

4.1 Cloud monitoring Service 
 
This section focuses on the specific implementation of the WP4 design described in D4.1 [73], 
providing details on the Telemetry service and the KPIs used for monitoring the 5G ESSENCE Cloud 
Edge infrastructure. This service aims to provide an equivalent level of reliability and availability on 
the NFVI taking into consideration the use of generic hardware and software that have been 
developed separately, by using hardware abstractions that allows using several virtual machines over 
a generic hardware. 
 
The 5G ESSENCE Network Function Virtualization Infrastructure monitoring information should be 
delivered to the CESC Manager (CESCM) in sufficient quality and latency such that traditional levels of 
Carrier Grade availability and reliability can be achieved. 
 
The KPIs related to this particular Use Case are described in 5G ESSENCE D7.1 [2]. Those KPIs and the 
data collection strategy to measure them are described in the following sub-sections of the 
deliverable, but here the infrastructure-related KPIs are defined, leaving to the Section 4.3 the 
analysis of the RAN related KPIs. 
 

4.1.1 Virtual Network Infrastructure KPIs 
 
The following KPIs are used to visualize and prevent possible hardware/virtual-related issues caused 
by overload. Those are monitored, and the rules checked for every VM and Bare-metal server: 
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Exporter used Node exporter 

Measurement CPU usage % 

Metrics used node_cpu  

Metric description 
Total Seconds the cpus spent in each mode (guest, idle, iowait, 
irq, nice, softirq, steal, system, user) 

Alarm Threshold 
Warning >75% Average During 1 minute  
Critical >95% Average During 1 minute 

Warning Rule 
(100 - (avg(irate(node_cpu {mode="idle"}[1m])) BY (instance) * 
100)) > 75 

Critical Rule 
critical: (100 - (avg(irate(node_cpu {mode="idle"}[1m])) BY 
(instance) * 100)) > 95 

 
 

Exporter used Node exporter 

Measurement 

CPU estimated usage % 
It may be higher than 100% if the required threads is higher than 
the actual cores due to lack of available threads, for instance, if 
we execute 4 threads in a single-core VM, this value will be 
400%. 

Metrics used 
load1  
node_cpu_seconds_total 

Metric description 
load1: Estimated CPU usage for the last 1 minute 
node_cpu_seconds_total: used to extract the core amount 

Alarm Threshold 
Warning >80% Average During 1 minute  
Critical >100 % Average During 1 minute 

Warning Rule (avg by (instance)(node_load1))*100  > 80 

Critical Rule (avg by (instance)(node_load1))*100  > 100 

 
 

Exporter used Node exporter 

Measurement RAM usage % 

Metrics used 
node_memory_MemTotal 
node_memory_MemFree 
node_memory_Buffers 

Metric description 

node_memory_MemTotal: Amount of total memory available in 
the system in bytes 
node_memory_MemFree: Amount of unused memory in the 
system in bytes 
node_memory_Buffers:  Amount of memory used for buffering 
in bytes 

Alarm Threshold 
Warning >75% Average During 1 minute  
Critical >95% Average During 1 minute 

Warning Rule 
(((node_memory_MemTotal-node_memory_MemFree_-
node_memory_Cached)/(node_memory_MemTotal)) * 100) > 75 

Critical Rule 
(((node_memory_MemTotal-node_memory_MemFree_-
node_memory_Cached)/(node_memory_MemTotal)) * 100) > 95 

 
 

Exporter used Node exporter 

Measurement Virtual memory used increment 

Metrics used node_memory_SwapCached 

Metric description Total Swap memory being used  

Alarm Threshold 
Critical: more than 1048576 bytes of swap memory increment in 
1 minute 
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Critical Rule (irate (node_memory_SwapTotal[1m]) > 1048576) 

 
 

Exporter used Node exporter 

Measurement Disk usage % 

Metrics used 
node_filesystem_avail 
node_filesystem_size 

Metric description 
node_filesystem_avail: Free disk in bytes 
node_filesystem_size: Total size of disk 

Alarm Threshold 
Warning >75% Disk used  
Critical >95% Disk used 

Warning Rule 
100.0 - 100 * (node_filesystem_avail{device 
!~'tmpfs',device!~'by-uuid'} / node_filesystem_size{device 
!~'tmpfs',device!~'by-uuid'}) >75 

Critical Rule 
100.0 - 100 * (node_filesystem_avail{device 
!~'tmpfs',device!~'by-uuid'} / node_filesystem_size{device 
!~'tmpfs',device!~'by-uuid'}) >95 

 
 

Exporter used Node exporter 

Measurement VM port throughput  

Metrics used 
node_network_transmit_bytes  
node_network_receive_bytes 

Metric description Number or sent/received bytes for each eth device 

Alarm Threshold 
Warning Bandwidth used reaching Maximum throughput 
Warning Bandwidth used reached Maximum throughput 

Warning Rule 
((sum(rate(node_network_transmit_bytes_total[1m]))/1024) + 
(sum(rate(node_network_receive_bytes_total[1m]))/1024)) < 
MAX thoughput 

Critical Rule 
((sum(rate(node_network_transmit_bytes_total[1m]))/1024) + 
(sum(rate(node_network_receive_bytes_total[1m]))/1024)) = 
MAX thoughput 

 

4.1.2 Baremetal KPIs 
 

 Bare-metal servers expose a number of metrics dedicated to measure the temperature read 
from the different sensors of the physical server. Inside the cabin, the server location could 
cause overheating and, therefore, a performance decrease caused by CPU throthelling (CPU 
cores downclock their frequency to cool down) or, in worst cases, a security overheating 
shutdown. 

 

Exporter used Node exporter 

Measurement CPU temp in celsius 

Metrics used 

node_hwmon_temp_max_celsius 
node_hwmon_temp_celsius 
node_hwmon_temp_crit_celsius 
node_cpu_core_throttles_total 

Metric description 

node_hwmon_temp_max_celsius: Max temperature reacheable 
before throthelling 
node_hwmon_temp_celsius: Actual temperature of each core 
node_hwmon_temp_crit_celsius: Temperature which the CPU 
shutsdown for security 
node_cpu_core_throttles_total : Number of times that a core 
throttled 
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Alarm Threshold 

Warning: Actual temperature reaching max threshold or 
throthelling occuring 
Critical: Actual temperature reaching critical temperature or 
throthelling occuring 

Warning Rule 
node_hwmon_temp_celsius {chip="platform_coretemp_0"} -
node_hwmon_max_celsius{chip="platform_coretemp_0"})>0 OR 
sum(node_cpu_core_throttles_total{package="0"} >0 

Critical Rule 
node_hwmon_temp_celsius {chip="platform_coretemp_0"} -
node_hwmon_crit_celsius{chip="platform_coretemp_0"})>0 OR 
sum(node_cpu_core_throttles_total{package="0"}>0 
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4.2 Configuration Management Service 
 
The Configuration Management Service implements the different application management interfaces 
towards the different controllers and network functions as defined by 3GPP and the specific needs of 
each service. 
 
In this section, the focus is set on the RAN Management detailing the management features of the 
different cSD-RAN Controllers deployed in this Use Case 3, that include both LTE Small Cell Base 
Stations and WiFi Access Points using different management protocols, interfaces and mechanisms. 
 

4.2.1 Axyom edgeRAN Configuration Management 
 
The Configuration Management Service is fully integrated on the Unified Management Framework, 
which includes an advanced GUI that provides full access to all the Small Cell base station 
configuration and cell parameters implementing a REST API between the EMS and the RAN node. 
The summary of the requirements for the implementation of the configuration management service 
integrated in the Axyom edgeRAN solution for the UC3 is detailed in the following table. 
 

Table 9: Basic Configuration Management Requirements 
 

REQUIREMENT REQ ID 

Support of a REST Interface and  Management Protocol CM-1 

Unified Management Framework as a single O&M GUI front-end CM-2 

Support of configuring RAN Configuration Parameters from the GUI CM-3 

Support of a web repository for log file transfer CM-4 

Software Components: Support for disabling non-used or outdated services CM-5 

Support for IP address visualization (public IP, private IPSec IP) of eNBs in the GUI 
(Unified Management Framework) 

CM-6 

Support of remote firmware updates, upgrades and downgrades CM-7 

Support of eNB search based in the eNB PNF Serial Number CM-8 

Support of eNB search based in the eNB ID CM-9 

Support of eNB provisioning state visualization at the GUI CM-10 

Support of IPSec tunnel state visualization at the GUI CM-11 

Support for showing the active SW version of the eNB CM-12 

Support of eNB Factory Reset operation CM-13 

Support for eNB provisioning CM-14 

Support for hosts/IP address configuration from the GUI CM-15 

Support of eNB parameter configuration based in a configuration profile CM-16 

Support of configuration of Physical Cell ID (PCI) ranges  CM-17 

Support of configuration of Cell ID ranges CM-18 

Support of CM Service in the Northbound Interface (NBIF) based in REST CM-19 

Configuration Data storage of Small Cell network elements in DDBB CM-20 

Centralized Software repository at the SC-GW CM-21 

Backup Function for the different SC-GW services (Data/Configuration) CM-22 

Support of Centralized User Management tool at the GUI CM-23 

Support of access control between sub-networks (Auth / Non-Auth) CM-24 

User activity analysis for the Management System users CM-25 

Support for modifying the eNB locking state from the GUI CM-26 
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Support for sending the configuration of individual eNBs on the NBIF CM-27 

Support of visualization of eNB users (# of users) in the GUI CM-28 

Support for showing the eNB Tx Power level at the GUI CM-29 

Support for showing the Neighbor List and the NL parameters CM-30 

 
 

4.2.2 I2CAT Wi-Fi RAN Configuration Management 
 
As was depicted in Section 2.5.3 and detailed in D3.1 [6], the management of the Wi-Fi RAN using the 
i2CAT’s cSD-RAN Controller is performed by using the Network Configuration Protocol (NETCONF) 
[64]. By means of this protocol, the RAN controller at the Main DC is able to deploy and manage the 
configurations of the CESCs in a centralized way. Also, Remote Procedure Calls (RPCs) allow online 
reconfigurations and actions over the RAN, thus enabling the implementation of cSON and cRRM 
procedures.  
 
In order to define the configuration models and the RPCs, Netconf uses YANG [65], a data modelling 
language. Figure 24 depicts the YANG model used for the CESCs being controlled by the i2CAT’s Wi-Fi 
cSD-RAN Controller.  
The model shows different features of 5G ESSENCE solution, like the capacity of creating different 
Virtual Access Interfaces (VIFs) and Points (VAPs) over a single physical interface, the multi-tenant 
architecture or the ability to configure the scheduling of the VIFs in order to enable RAN slicing.  
 

 
 

Figure 24: YANG model of the i2CAT’s Wi-Fi CESCs 
 
On the other hand, Figure 25 shows an example of the definition of RPCs: In particular, the required in 
order to get the status of the VAPs and the MACs of the clients connected to each VAP. 
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Figure 25: Example of RPCs of the i2CAT’s Wi-Fi RAN management model 

 
 

For this UC, in order to enable the Wi-Fi cRRM optimization introduced in Section 3.2.7, several new 
RPCs have been introduced: 
 
 get-connected-clients-info: gets the Wi-Fi capabilities of all the clients connected to a VAP (i.e. 

flags, supported bitrates, ht/vht related information…).  
 

 create-new-client: virtually associates a new client to a VAP. 
 

 handover-client: triggers a handover from a client to another VAP. 
 

 ping-client: checks if a client is currently connected to a VAP. 
 

 delete-client: de-authenticates a client from a VAP. 
 
Finally, at the Main DC side (i.e. the Netconf Client), we have implemented a REST API in order to 
interact with the different Netconf Servers at each CESC, which are implemented using Netopper

86
.  

As introduced in Section 2.5.3, the cRRM module will make use of this REST API in order to control the 
RAN according to the telemetry received from Prometheus. 
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  For further information see: https://github.com/CESNET/netopeer 

https://github.com/CESNET/netopeer
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4.2.3 Configuration Management Interfaces 

4.2.3.1 Configuration Management Protocols  
 
The different cSD-RAN Controllers implement different management protocols, using the same web-
oriented HTTP transport protocol. 
 
The summary of the different options used in the User Case 3 is described here: 
 
 i2CAT cSD-RAN Controller  Netconf/Yang [31] for WiFi RAN management as described in the 

Section 4.2.2, using HTTP as transport protocol. 
 

 Axyom edgeRAN Controller  The controller implements a REST interface over HTTP using 
the IRP data model standardized by 3GPP in TS 32.150 [76] for managing licensed RAN nodes. 
 

 5GEmPower  The solution implements a REST interface over HTTP using the 5GEmPower 
proprietary data model that manages both WiFi APs and LTE small cells. 

 

4.2.3.2 Management API realization 
 
The service data models are complex targeting describing all the management objects exposed in a 
given solution. A simple example of one management API realization is shown below, where the RAN 
node responds with the radio resource configuration of the cell with cell ID = 422 detailing the DL 
EARFCN and the UL EARFCN. 
 
An example of a HTTP based REST call is shown here:  
 

GET /cell?cell_id=422 

 
The HTTP based REST response related to the previous example is shown here:  
 

[ 
    { 
        "cell_id": 422, 
        "frequency": { 
            "radio_resource_config": { 
                "frequency": { 
                    "dl_earfcn": 2850, 
                    "ul_earfcn": 20850, 
                } 
            } 
        } 
    } 
] 
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4.3 Performance Management Service 
 
The Key Performance Indicators (KPIs) used in 5G ESSENCE vary depending on the service evaluated in 
order to better understand and illustrate the behaviour of each specific part. 
 
The Cloud Edge infrastructure should be monitored attending to different domains, one related with 
the radio domain, one related with the virtualization framework and a third one related with the 
services deployed in the 5G ESSENCE Edge Cloud datacentre.  
 
As an example, in RAN slicing solutions it is crucial to guarantee performance and functional isolation. 
In this respect, the goodput

87
 at the UEs side and the overall goodput per slice are proposed as main 

KPIs, together with some others related with signal quality and network access. 
By contrast, since the efficient multicast solution aims to improve the video application performance 
while minimizing the impact in the channel, such a solution is evaluated considering as KPIs the 
goodput/throughput of each multicast group and the overall channel utilization by varying the video 
services offered, e.g., safety video, menu offer, etc. 
 

4.3.1 Performance Monitoring Requirements 
 
The summary of the requirements for the implementation of the performance management service 
integrated in the Axyom edgeRAN solution for the UC3 is detailed in the following table. 
 

Table 10: Basic Performance Management Requirements 
 

REQUIREMENT REQ ID 

Support of performance management counters at individual eNBs for RRC, RAB, 
Registration, data sessions, Multi-RAB, Power, Handovers, Data Volume, Number 
of users, Throughput, backhaul… 

PM-1 

Support of storage of the counters with a minimum resolution of 1 minute for a 
minimum period of 7 days 

PM-2 

Support of user definable resolutions and storage periods of performance 
counters 

PM-3 

Support of Performance Counters grouping into different KPI groups PM-4 

Support of the performance report generation including the eNB identifier, date 
and time at which such information is collected 

PM-5 

The performance report eNB identifier and the full date (DD / MM / YYYY 
HH:MM) of the corresponding statistical information 

PM-6 

The statistics (PM) file format is .xml or .csv and its labels are constant for 
supporting scripts that are developed for post-processing the PM data 

PM-7 

The counter values reflect the value for the time interval analyzed, they never 
are cumulative counters 

PM-8 

The counters that reflect average values (Active UEs, UE scheduled per TTI…) are 
calculated as a division between counters for ensuring higher reliability of the 
temporary aggregates 

PM-9 

                                                           
87

  In computer networks, goodput (a portmanteau of good and throughput) is the application-level throughput 
of a communication; i.e. the number of useful information bits delivered by the network to a certain 
destination per unit of time. The amount of data considered excludes protocol overhead bits as well as 
retransmitted data packets. This is related to the amount of time from the first bit of the first packet sent (or 
delivered) until the last bit of the last packet is delivered. For example, if a file is transferred, the goodput 
that the user experiences corresponds to the file size in bits divided by the file transfer time. The goodput is 
always lower than the throughput (the gross bit rate that is transferred physically), which generally is lower 
than network access connection speed (the channel capacity or bandwidth). 



Embedded Network Services for 5G Experiences (5G ESSENCE)    
Grant Agreement No.761592                                                                                                    20.04.2019 

 

Deliverable D7.2 (“Prototypes of network services and integration planning for Use Case 3”)  80/111 

Configurable format for PM service at the NBIF (csv/xml/tar.gz) PM-10 

Support for using .csv and .xml files for eNB PM at the NBIF PM-11 

Support of statistical data at the EMS’ DDBB PM-12 

Support of Prometheus Exporters for integration with the main Prometheus 
service in the 5G ESSENCE Edge Cloud 

PM-13 

Support of Prometheus exporters for integration with the main Prometheus 
service in the 5G ESSENCE Edge Cloud 

PM-14 

 

4.3.2 RAN KPIs 
The performance counters that compose the Radio Access Network and System KPIs used for 
performance management and self-organizing algorithms are generated following 3GPP specifications 
([77], [78]) using 3GPP standardized naming conventions. The reporting period is configured at 15 
minutes by default, and the granularity inside this period, indicates the sub-period between samples 
contained in the performance report, but some parameters, like the availability time doesn’t require 
granularity. Others, like throughput counters require a very small granularity in order to reflect with 
accuracy the KPI itself. 
 

Table 11: Licensed RAN KPIs 
 

KPI Element KPI Granularity 

RRC Connection Success & Failure Rate (%) RAN 1 minute to 60 minutes 

Downlink Avg Throughput(mbps) RAN 1 minute to 60 minutes 

Uplink Avg Throughput(mbps) RAN 1 minute to 60 minutes 

DL Peak Sector Throughput(mbps) RAN 1 minute to 60 minutes 

UL Peak Sector Throughput(mbps) RAN 1 minute to 60 minutes 

DL/UL Average UE QCI1 Throughput  (kbps) RAN 1 minute to 60 minutes 

DL/UL Average UE QCI5 Throughput  (kbps) RAN 1 minute to 60 minutes 

DL/UL Average UE QCI9 Throughput  (kbps) RAN 1 minute to 60 minutes 

DL Peak & Average RF Utilization (%) RAN 1 minute to 60 minutes 

UL Peak & Average RF Utilization (%) RAN 1 minute to 60 minutes 

RRC Average Connected User Number RAN 1 minute to 60 minutes 

CA Scell Addition Success Rate (%) RAN 1 minute to 60 minutes 

CA Scell Activations  (million) RAN 1 minute to 60 minutes 

CA Scell Deactivations  (million) RAN 1 minute to 60 minutes 

ENB Cell Availability RAN 1 minute to 60 minutes 

Average CQI RAN 1 minute to 60 minutes 

DL MCS Distribution RAN 1 minute to 60 minutes 

UL MCS Distribution RAN 1 minute to 60 minutes 

Inter-ENB HO Success Rate (%) RAN 1 minute to 60 minutes 

SINR RAN 1 minute to 60 minutes 

 
 

4.3.3 Caching VNFs KPIs  
 
The existence of a measurement framework is key to KPI verification. In UC3, measurements can be 
collected either through Prometheus, with the addition of node_exporter to the VNFs, via OSM & 
OpenStack monitoring components, or via other tools and frameworks (as also described in the 
integration section).  
 
The following Table 12 provides a listing of the KPIs that can be monitored with Node Exporter/ 
Prometheus, for Linux-based services. 
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Table 12: KPIs collected by Prometheus through use of node_exporter. 
 

Metric Labels Description 

arp Exposes ARP statistics from /proc/net/arp. Enabled 

bcache Exposes bcache statistics from /sys/fs/bcache/. Enabled 

bonding 
Exposes the number of configured and active slaves of Linux 

bonding interfaces. 
Enabled 

conntrack 
Shows conntrack statistics (does nothing if 

no /proc/sys/net/netfilter/ present). 
Enabled 

cpu Exposes CPU statistics Enabled 

cpufreq Exposes CPU frequency statistics Enabled 

diskstats Exposes disk I/O statistics. Enabled 

edac Exposes error detection and correction statistics. Enabled 

entropy Exposes available entropy. Enabled 

filefd Exposes file descriptor statistics from /proc/sys/fs/file-nr. Enabled 

filesystem Exposes filesystem statistics, such as disk space used. Enabled 

hwmon 
Expose hardware monitoring and sensor data 

from /sys/class/hwmon/. 
Enabled 

infiniband 
Exposes network statistics specific to InfiniBand and Intel 

OmniPath configurations. 
Enabled 

ipvs 
Exposes IPVS status from /proc/net/ip_vs and stats 

from /proc/net/ip_vs_stats. 
Enabled 

loadavg Exposes load average. Enabled 

mdadm 
Exposes statistics about devices in /proc/mdstat (does 

nothing if no /proc/mdstat present). 
Enabled 

meminfo Exposes memory statistics. Enabled 

netclass Exposes network interface info from /sys/class/net/ Enabled 

netstat 
Exposes network statistics from /proc/net/netstat. This is the 

same information as netstat -s. 
Enabled 

nfs 
Exposes NFS client statistics from /proc/net/rpc/nfs. This is 

the same information as nfsstat -c. 
Enabled 

nfsd 
Exposes NFS kernel server statistics from /proc/net/rpc/nfsd. 

This is the same information as nfsstat -s. 
Enabled 

sockstat Exposes various statistics from /proc/net/sockstat. Enabled 

stat 
Exposes various statistics from /proc/stat. This includes boot 

time, forks and interrupts. 
Enabled 

textfile 
Exposes statistics read from local disk. The --
collector.textfile.directory flag must be set. 

Enabled 

time Exposes the current system time. Enabled 

timex Exposes selected adjtimex(2) system call stats. Enabled 

uname 
Exposes system information as provided by the uname 

system call. 
Enabled 

vmstat Exposes statistics from /proc/vmstat. Enabled 

xfs Exposes XFS runtime statistics. Enabled 

zfs Exposes ZFS performance statistics. Enabled 

buddyinfo 
Exposes statistics of memory fragments as reported by 

/proc/buddyinfo. 
Disabled 

drbd 
Exposes Distributed Replicated Block Device statistics (to 

version 8.4) 
Disabled 

interrupts Exposes detailed interrupts statistics. Disabled 

ksmd 
Exposes kernel and system statistics 

from /sys/kernel/mm/ksm. 
Disabled 

logind Exposes session counts from logind. Disabled 

meminfo_nu
ma 

Exposes memory statistics from /proc/meminfo_numa. Disabled 
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mountstats 
Exposes filesystem statistics from /proc/self/mountstats. 

Exposes detailed NFS client statistics. 
Disabled 

ntp Exposes local NTP daemon health to check time Disabled 

processes Exposes aggregate process statistics from /proc. Disabled 

qdisc Exposes queuing discipline statistics Disabled 

runit Exposes service status from runit. Disabled 

supervisord Exposes service status from supervisord. Disabled 

systemd Exposes service and system status from systemd. Disabled 

tcpstat 

Exposes TCP connection status information 
from /proc/net/tcp and /proc/net/tcp6. (Warning: the 

current version has potential performance issues in high load 
situations.) 

Disabled 

wifi Exposes WiFi device and station statistics. Disabled 

 

4.3.4 DASH-based video streaming KPIs 
 
In addition to the usual metrics which characterize the performance of a Wi-Fi connection, like 
throughput or latency, the QoE of DASH-based video streaming applications should be also evaluated 
by means of other relevant KPIs [68]. 
 

Table 13: Dash-based video streaming KPIs 
 

KPI Description 

Quality of the video 
Average quality of the videos of each client according to the available 

qualities in the Media Presentation Description 

Fairness Jain’s Fairness Index between the average quality of the clients 

Quality instability 
Percentage of video segments with a quality drop regarding the quality of 

the previous video segment 

Buffer underruns 
Total experienced time with buffer underruns or video stalls during the 

reproduction of a video 
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4.4 Fault Management Service 
As previously mentioned, the feedback loop between Telemetry, the Alert Mitigation Manager and 
the NFVO, enables the operation of the Fault Manager controlling the correct operation of the 
deployed VNFs. Figure 26 depicts the basic procedures of the AMM.  
 

 
 

Figure 26: Alert Mitigation Manager and monitoring workflow 
 
Once a new service becomes deployed, the user can create a new rule related to the KPIs of the 
service to be monitored, and define certain mitigation actions. According to this rule, an alarm is 
created in Prometheus and the related mitigation actions are stored in the database of the AMM. 
These actions must be supported by OSM, which is connected to the AMM using an OSM client API. 
All VM resources that include a Prometheus exporter will forward this information to the Telemetry 
module. According to these metrics and the rules created by the users, alarms will be triggered and an 
alert notification will be sent to the AMM API. In such a case, the AMM will inspect the database and 
select the defined mitigation action, sending a specific request to OSM. Mitigation actions can 
include, for instance, scaling up the current VM or instantiating a new VM in another compute 
resource. 
 

4.4.1 Fault Management Requirements 
 
The summary of the requirements for the implementation of the fault management service 
integrated in the Axyom edgeRAN solution for the UC3 is detailed in the following table. 
 

Table 14: Basic Fault Management Requirements 

 

REQUIREMENT REQ ID 

Support of alarm classification according to the ITU-T X.733 standard FM-1 

Support of storage of the counters with a minimum resolution of 1 minute for a 
minimum period of 7 days 

FM-2 

Support of eNB events log (watchdog & Protocol Stack) FM-3 

Support of Real-Time “Out of Service” alarm at alarms service tab FM-4 

Support of Real-Time Alarms FM-5 
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The performance report eNB identifier and the full date (DD / MM / YYYY 
HH:MM) of the corresponding statistical information 

FM-6 

 
 

4.4.2 Example of Alarm Definitions 
 
The Alarm Service is also highly related with the self-healing function of the SON service and also with 
the Telemetry service and the NFVI orchestration. In that sense, some alarms are linked to the self-
healing system process which performs actions like system reboot or system process killing and 
process execution through pre-defined system routines. 
 
The different supported alarms for this SW version are defined in this section of the present 
document, showing also which SW component or protocol stack layer has generated the alarm.  
The alarm service is compliant to the standardization documents TS32.111-2 [79] and ITU-T X.733 [80] 
by using the same data structure (EventType, ProbableCause, PerceivedSeverity) defined in these 
documents. 
 

Table 15: Example of Alarms in Licensed Small Cells in the UC3 
 

Id EventType ProbableCause SpecificProblem 
Perceived
Severity 

ReportingMechanis
m 

1 Communications SCTP failure 
Communication 
Protocol Error 

Critical 0 Expedited 

2 Communications High NACK level Degraded Signal Major 0 Expedited 

3 Communications Ethernet error LAN Error Critical 0 Expedited 

4 Environmental 
Temperature 

high 

CPU 
Temperature 
Unacceptable  

Warning 0 Expedited 

5 Environmental 
Temperature 

high 

RF AFE 
Temperature 
Unacceptable   

Warning 0 Expedited 

6 
Security Service 
or Mechanism 

Violation 

HTTP failed 
access 

Unauthorised 
Access Attempt 

Minor 0 Expedited 

7 
Operational 

Violation 
Sofware error 

Out of Service: 
L3 not detected  

Critical 0 Expedited 

8 
Operational 

Violation 
Sofware error 

Out of Service: 
L2 not detected  

Critical 0 Expedited 
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4.5 Prometheus in the 5G ESSENCE Management System 
 
The Use Case 3 scenario components, listed below, have different requirements that need to be 
extracted, measured and individually considered to optimize the services.  
 
 The Main DC has severe power consumption limitations in comparison with standard rack 

servers. Also, its size has to follow some specifications to be flight-enabled, allowing its usage 
in the cabin. Those restraints make the Main DC in Use Case 3 generally more power-limited 
than an average server and its reduced resources have to be managed in a more precise way 
than in other scenarios, having also in mind that every process running on a server means 
higher power consumption and, alongside, heat generation that has to be dissipated.  
The way to have the Main DC usage and available resources under control, based on x64 
architecture

88
 and using a Linux-based Operating System, is using a fast, light and reliable 

exporter, able to communicate directly with the Operating System kernel and to extract 
precise, real-time data about its performance. For this purpose, Prometheus’ node exporter, 
running directly on the Main DC bare-metal, provides enough data to have the physical 
resources under control, to analyze it and decide the location/migration/undeployment of 
services running in it. 
 

 Several physical networking devices are used in this use case with proprietary and simple 
firmwares, where exporters are not supported. To monitor this hardware, the SNMP exporter 
[81] can be used, installed on the same server as Prometheus and scraping metrics from 
devices pointing to their addresses per port. 
 

 The Light DCs, based also on x64 architecture with power-efficient, laptop-based components, 
run a Linux-based Operating system, that will expose data to Prometheus using node exporter. 
It is essential to note the status and resource availability on those servers to decide about 
potential places able to host services and even to suspend Light DCs if the load decreases, 
decreasing energy consumption. 
 

 Both Access Points (APs) and Small Cells (SCs) resources are managed by the SD-RAN 
controllers (Section 2.5), as 5G-EmPower [11] and Axyom edgeRAN controller [2]; therefore, 
the monitoring of RAN usage and resources is realized extracting the data from the controller 
and centralizing it using the empower_exporter, that exposes data in Prometheus format, 
where the metrics relating to UEs, tenants and signaling per APs and SCs are exposed. 
Inside the plane, there is a restricted quantity of SCs and APs and each one can stream a 
limited throughput. The monitored data can be analyzed to find potential RAN bottlenecks 
before losing QoS, assigning UEs proportionally for each AP and SC. 

 
 Apex controller is managed by CASA’s SD-RAN controller. Its inner monitoring system is based 

on Prometheus, so, the exporter used inside can be targeted by the centralized Prometheus 
service and use its metrics for RAN KPI monitoring. 
 

 OpenStack: As described in Section 2 the main OpenStack service runs on the On-board Data 
center, having each Light DC as a compute node, where VNFs can be deployed. Libvirt [82] 
provides a set of useful tools for general Virtual Infrastructure Manager (VIM) instance 
management. In this specific environment, its needed feature is the capacity of reading basic 
instance performance metrics from the VIM, as CPU, RAM, Disk and network usage. This data 
can be directly exposed in Prometheus format using the Prometheus Libvirt Exporter 
[https://github.com/beylistan/prometheus_libvirt_exporter]. This way, in case there is a 
communication problem between Prometheus and the exporter exposing the data from the 
instances, it is still possible to have basic performance information. 
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  For further informative details also see, for example: https://en.wikipedia.org/wiki/X86-64 

https://github.com/beylistan/prometheus_libvirt_exporter
https://en.wikipedia.org/wiki/X86-64
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4.5.1 Monitoring Framework deployment 
 
In each use case, the Monitoring Framework is installed following similar steps 

 
 Install the Monitoring Framework: During the WP4, a standalone version of the Framework has 

been developed, in order to make the whole software installable in the Main DC by executing 
some simple commands: 
 
o Prometheus 

 
o Alertmanager 

 
o Grafana 

 
o Node_exporter 

 
o API to include targets and rules in Prometheus 

 
o API to retrieve data from generic exporters 

 
o Standard rules based on node exporter (Section X, General KPIs) 

 
 Alertmanager configuration: This step is realized by editing the configuration file where each 

receiver (VNFO, RAN controller, etc.) will be specified for each kind of alert triggered by 
Prometheus. In those notifications, significant information about alerts is shown, as the 
instance, service, severity, when the alert started or the value and metric trespassed.  
 

 Run the Monitoring Framework: To install the Framework, it is only necessary to execute the 
installer, that includes all the dependencies and monitoring software as a standalone with a 
standard configuration, which will be customized for the specific use case in later steps. 
 

 Install Libvirt: Libvirt is installed using linux commands on the VIM host, in order to scrape 
metrics from the instances running in it from the included hypervisor. 
 

 Install Libvirt exporter: To monitor the instances running in the VIM hypervisor using Libvirt, a 
metric exporter is necessary. The Prometheus Libvirt Exporter, installed using basic Linux 
commands, exposes VM basic metric data about the instances running in Prometheus format, 
as a complement for the node_exporter metrics. 

 

 Install SNMP exporter: To retrieve networking information, the SNMP exporter [81] scrapes 
precise metrics from SNMP-compatible devices and expose them in Prometheus format. This 
exporter is downloaded and executed using Linux commands. 
 

 Include node exporter: Among all the exporters included in use Case 3, the node exporter is 
the most extended and used, exposing performance metrics concerning the VM or bare-metal 
usage, extracting the information directly from Linux kernel, which will be available on a 
specified endpoint. This exporter is installed and started at deployment time, as VNFs 
descriptors are configured to do so to monitor the VMs that constitute the service.  At the time 
a new node exporter is running in a VNF, the VNFO sends an order to the API included in the 
Monitoring Framework for Prometheus to start scraping data from it, until the service is 
undeployed, that implies the removal of this target in the monitoring framework to stop 
reading its metrics. 
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Other node exporters will be included manually in the physical infrastructure, as there is not a way to 
do it automatically. 
 
 Include generic exporters: Some VNFs have some necessary, concrete metrics that are not 

included in existent exporters and provide service-related information, which is exposed to 
Prometheus using the generic exporter API included in the monitoring Framework. These are 
also included at deployment time both in VMs inside VNFs and as a Prometheus target in the 
same way as node exporter. 
 

 Include Prometheus targets: The way to include the Prometheus targets running in VNFs has 
been forwarded in previous steps, based on the automatic inclusion of the exporters endpoints 
using the custom API for this purpose. Other more static targets, as the SNMP, Libvirt exporter 
or the node exporters in physical servers, have to be targeted manually using the same API in 
this step. 
 

 Include alerting rules: The out-of-the-box version of the monitoring framework include some 
standard server performance alerting rules, but, for each use case, new rules have to be 
implemented to have a wider scope of the potential issues that may appear, as the ones 
related to the RAN, VIM or VNFs. Those are included by configuring the rules and adding them 
using the custom API created for this purpose. 

 
After those steps, the monitoring framework is working and customized for the Use case 3 scenario. 
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4.6 Exporters used in the 5G ESSENCE Cloud Edge DC 
 

 Hostapd exporter: A specific exporter has been developed in order to collect the telemetry of 
the Wi-Fi RAN that is accessible by Hostapd. Table 16 describes the collected metrics relevant 
to this UC. More details about this exporter will be found in the 5G ESSENCE deliverables D3.2 
and D3.3. 

  
Table 16: Metrics obtained by the Hostapd exporter relevant to the IFEC scenario 

 

Metric Labels Description 

num_sta ID of the Service/Slice/Tenant 
Number of Stations associated to this 

VAP 

rx_rate_info 
ID of the Service/Slice/Tenant, 

MAC of the client 
Uplink link rate in bps 

(client to AP) 

tx_rate_info 
ID of the Service/Slice/Tenant, 

MAC of the client 
Downlink link rate in bps 

(AP to client) 

rx_bytes 
ID of the Service/Slice/Tenant, 

MAC of the client 
Bytes transmitted in uplink 

(client to AP) 

tx_bytes 
ID of the Service/Slice/Tenant, 

MAC of the client 
Bytes transmitted in downlink 

(client to AP) 

signal 
ID of the Service/Slice/Tenant, 

MAC of the client 
Received signal of the client in dBm 
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5 Integration Strategy & Test Plans 
 
The integration strategy in a multi-vendor environment, like in the Use Case 3, where different system 
components are provided by different 5G ESSENCE partners, highly relies in the interfaces and APIs 
that enable the interoperability between different network elements and solutions implemented and 
provided by different 5G ESSENCE partners. 
 
Besides the APIs, the interoperability testing and the use case demonstration can be properly 
structured defining test plans, that are integration test plans and service-related test plans organized 
in several test suites that target to validate the Use Case 3. 
 

5.1 Interfaces used in the UC3 
 
In this section, the focus is related with describing those interfaces that are not a technology 
standard, like the S1, X2, NG or Xn interfaces

89
 in case of 3GPP 4G and 5G standards.  

 

5.1.1 RAN Interfaces 

5.1.1.1 RAN Interfaces on the 5GEmPower 
 
RAN Slicing subsystem. As described along the document, the RAN slicing subsystem is implemented 
taking as a reference the 5G-EmPOWER platform. In this platform the interaction between the SD-
RAN Controller with the distributed functions of the RAN is performed through the 5G-EmPOWER 
Agent. The Agent is a software functionality embedded within the access nodes in charge of decoding 
the instructions from the SD-RAN controller and apply them in the RAN.  
 

 
 

Figure 27: RAN Interfaces used in the RAN Slicing subsytem in UC3 
 
The network topology comprises an LTE EPC, an LTE eNB, and the 5G-EmPOWER controller (see Figure 
27). The EPC and the eNB are connected through the S1 interface, while the OpenEmpower Protocol

90
 

handles the communication between the eNB and the SD-RAN controller. The LTE eNB runs srsLTE to 
implement the network stack and is based on an Ettus Research Universal Software Radio Peripheral 
(USRPs) b210

91
. Moreover, an instance of srsEPC is used as LTE EPC.  
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  For more informative details also see, for example: http://4g5gworld.com/ltefaq/what-are-lte-interfaces  
90

  Also see: https://github.com/5g-empower/5g-empower.github.io/wiki  
91

  See: http://www.ettus.com/all-products/UB210-KIT/ 

http://4g5gworld.com/ltefaq/what-are-lte-interfaces
https://github.com/5g-empower/5g-empower.github.io/wiki
http://www.ettus.com/all-products/UB210-KIT/
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Notice that just one tenant is placed in the deployment (i.e., just one PLMN-ID is used). 
 

The OpenEmpower protocol builds on the Transmission Control Protocol (TCP). Hence, the RAN 
elements that want to setup a connection must listen on TCP port 4433. The protocol makes use of 
three major types of messages, whose meaning is the following: 
 
 Single Events: Simple standalone events requested by the SD-RAN controller and notified back 

immediately by the agent. No additional logic is bound to this message. The RAN capabilities 
request, used to get information about the ability of the RAN node to implement RAN slicing 
functionalities, fall within this category. 

 
 Scheduled Events: Events initiated by the SD-RAN controller and executed periodically by the 

agent. Examples include the PRB utilization. 
 
 Triggered Events: These events enable or disable a certain functionality in the agent. In other 

words, they specify a condition that if verified, triggers a message from the agent to the SD-
RAN controller. Examples include the RRC measurements requests. 

 
Wi-Fi subsystem for efficient multicast delivery.  The efficient multicast service is implemented as a 
network application over the 5G-EmPOWER platform. This service is delivered via Wi-Fi APs. As it is 
for the RAN Slicing subsystem, the communication between the SD-RAN Controller and the APs is 
performed through the 5G-EmPOWER Agent.  
 
The layout of the subsystem is depicted in Figure 28. The APs are built upon the PCEngines ALIX 2D

92
 

(x86) processing board and run OpenWRT 15.05.01
93

 and a Click instance implementing the 802.11 
data-path. The Wi-Fi cards are based on the Atheros AR9220

94
 chipset. The APs are configured in the 

5 GHz frequency band using the IEEE 802.11n physical layer.  
Notice that the APs distributed in the aircraft use different channels in this frequency band in order to 
avoid interference problems.  
 

 
 

Figure 28: Interfaces used by the Efficient Multicast service in UC3 
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  For more details see: https://www.pcengines.ch/alix2d13.htm 
93

  For more details see: https://openwrt.org/cs/releases/15.05/start 
94

  For more details see: https://wikidevi.com/wiki/Atheros_AR9220 

https://www.pcengines.ch/alix2d13.htm
https://openwrt.org/cs/releases/15.05/start
https://wikidevi.com/wiki/Atheros_AR9220
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5.1.2 Management Interfaces 

5.1.2.1 Management Interfaces on the 5GEmPower 
 
RAN Slicing subsystem. The communication between the portal and the SD-RAN 5G-EmPOWER 
controller is done through a REST interface in order to issue commands in the RAN Slicing subsystem. 
In this regard, the following REST calls can be used to communicate diverse orders, as it is detailed in 
Table 17.  
 
Each operation takes a different set of input parameters as described below: 
 
 Owner: the owner of the tenant, e.g. “crew”. 

 
 Desc: description of the tenant, e.g. “tenant for IFEC”.  

 
 Tenant_name: name of the tenant, e.g., “CellTenant”. 

 
 Bssid_type: ignored in cellular networks, and by default set to “unique”. 

 
 Rbgs: amount of RBGs allocated to the slice. By default, 6 RBGs are set.  

 
 Sched_id: scheduling policy used for the UEs allocated in the slice.  

 
 
Moreover, the REST calls take as input certain variables that depend on the network configuration, 
such as the IP address of the SD-RAN controller.  
 
Such variables are detailed as follows: 
 
 $TIDLTE: ID of the tenant as it is stored in the SD-RAN controller. It is assumed that this date is 

stored internally in the portal managed by the crew.  
 

 $IPCONTROLLER: IP address of the SD-RAN controller.  
 

 $IMSI[useri]: IMSI identifier of a certain user.  
 

 $TENANTOWNER: owner of the tenant.  
 

 $PASS: password of the tenant’s owner.  
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Table 17: REST Call details corresponding to the RAN Slicing subsystem 

 

Operation Description 
REST Call 

Type 
Parameters 

Enable 
PLMN-ID 

A tenant is created with a certain PLMN-ID. POST 

 Owner 

 Desc 

 Tenant_name 

 Bssid_type 

Slice 
creation 

A slice is created within a certain tenant with 
a given ID. This operation can be used to 
create a slice for high priority customers.  

POST 
 Dscp 

 Rbgs 

 Sched_id 

UE 
reallocation 

This command is used to reallocate certain 
UEs in another slice. For example, in UE3 this 
command will be used to reallocate the UEs 
corresponding to the customers in business 

class in the high priority slice. 

PUT 
 Dscp 

 $IMSI[useri] 

Slice 
modification 

This command is able to modify a slice 
managed by the SD-RAN controller. 

PUT 
 Dscp 

 Rbgs 

 Sched_id 

Slice 
deletion 

A slice within a certain tenant is removed 
from the system. 

DELETE  Dscp 

Disable 
PLMN-ID 

This command asks the SD-RAN controller to 
disable (i.e., to remove) a tenant with a 

certain PLMN-ID. 
DELETE  $TIDLETE 

 
 

An example of the REST calls to issue each operation in the RAN Slicing subsystems are given below: 
 
 Enable PLMN-ID. 

 

POST -d "{ \"version\":\"1.0\", \"owner\":\"cre\",\"desc\":\"IFEC\", \"tenant_name\":\"CellTenant\", 
\"bssid_type\":\"unique\", \"plmn_id\":\"222F93\" }" 
'http://root:root@$IPCONTROLLER:8888/api/v1/tenants/'  

 
 Slice creation 

 

POST -d "{ \"version\":\"1.0\", \"dscp\": \"$DSCP\", \"lte\": { \"static-properties\": { \"rbgs\": 6, 
\"sched_id\": 1}} }" 
'http://$TENANTOWNER:$PASS@$IPCONTROLLER:8888/api/v1/tenants/$TIDLTE/slices' 

 
 
 UEs reallocation 

 

PUT -d "{ \"version\":\"1.0\", \"slice\": \"$DSCP\" }" 
'http://root:root@$IPCONTROLLER:8888/api/v1/ues/00000000-0000-0000-0000-$IMSI[useri] ' 

 
 
 Slice modification 

 

PUT -d "{ \"version\":\"1.0\", \"dscp\": \"$DSCP\", \"lte\": { \"static-properties\": { \"rbgs\": 9, 
\"sched_id\": 1}} }" 
'http://$TENANTOWNER:$PASS@$IPCONTROLLER:8888/api/v1/tenants/$TIDLTE/slices' 
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 Slice deletion 
 

DELETE http://root:root@$IPCONTROLLER:8888/api/v1/tenants/$TIDLTE/slices/$DSCP' 

 
 
 Disable PLMN-ID 

 

DELETE http://root:root@$IPCONTROLLER:8888/api/v1/tenants/$TIDLTE 

 
 

5.1.3 Service-Related Interfaces 
The service interfaces are highly important, and mostly in 5G networks, as Open Interfaces through 
the Network Exposure Function are crucial to securely expose operators' 5G APIs for application 
developers in the enterprise and Over-The-Top (OTT) space, allowing new business models where the 
5G ESSENCE MEC deployed in the Cloud Edge can run different micro-services for taking advantage of 
the local breakout when deploying a local UPF function. 
 

5.1.3.1 Service-Related Interfaces on the 5GEmPower 
Efficient Multicast subsystem. The communication between the portal and the SD-RAN 5G-
EmPOWER controller is done through a REST interface. In this regard, the REST calls to be used to 
enable/disable such a service are detailed in Table 19. 
 
Such operation takes two input parameters as described below: 
 
 Mode: indicates if the efficient multicast service is enabled or disabled, using the keywords 

“START” and “STOP”, respectively.  
 

 [IPAdresses]: list of addresses that specifies the multicast groups (each given by a multicast IP 
address) whose management is going to be enabled/disabled by the SD-RAN controller. 

 
 
Moreover, the REST calls take as input certain variables that depends on the network configuration: 
 
 $MULTICASTTENANT: ID of the tenant as it is stored in the SD-RAN controller. It is assumed 

that this date is stored internally in the portal managed by the crew.  
 

 $IPCONTROLLER: IP address of the SD-RAN controller.  
 

 $TENANTOWNER: owner of the tenant.  
 

 $PASS: password of the tenant’s owner.  
 
 

Table 18: REST Call details corresponding to the Efficient Multicast subsystem 
 

Operation Description REST Call Type Parameters 

Start Efficient 
Multicast App 

The command triggers the 
management of the multicast groups 

provided, which are given by a 
multicast IP address.  

POST 
 MODE=START 

 [IPAddresses] 

Stop Efficient 
Multicast App 

It disables the use of the efficient 
multicast app for the multicast groups 

specified.   
POST 

 MODE=STOP 

 [IPAddresses] 
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An example of the REST call that can be used to enable a certain multicast app can be seen below. 
Notice that the same REST call can be used to disable the efficient multicast management setting 
“stop” as mode parameter.  
 

PUT -d "{ \"version\":\"1.0\", \"params\": { \"mode\": \"start\", \"IPAddresses\": 
\"[224.0.100.224,224.0.100.200]\"} }"  
'http://$TENANTOWNER:$PASS@$IPCONTROLLER:8888/api/v1/tenants/$MULTICASTTENANT/compo
nents/empower.apps.mcast.ifecmulticastapp' 
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5.2 Test Plan for Use Case Validation 

5.2.1 RAN Test Plan 

5.2.1.1 5G ESSENCE RAN Test Plan 
 
The RAN Test Plan targets covering the most relevant test cases for verifying the most significant 
services and procedures in order to demonstrate the key aspects of the Use Case in respect if the 
Radio Related test cases. 
 
 
MOCN Test Suite 
 

MOCN Operation with 2 PLMNIDs and 2 MMEs 

Summary 
Verify that the eNB allows establishing 2 S1AP associations with 2 different MMEs broadcasting 2 PLMNIDs and 

allowing 2 UEs from the 2 operators to connect to the eNB 

Preconditions 
1. SCTP and S1 registration is not established between the eNB and the MMEs 
2. The eNB is provisioned with the 2 MMEs and the 2 PLMNIDs (A, B) 
3. The S1 Connection Mode parameter shall be set to ALL 
4. The UE1 uses a SIM card of Operator 1, and the UE1 uses a SIM card of Operator 2 
5. Mirror trace is enabled on the MMEs for the S1AP protocol towards the eNB 

# Step actions Expected Results 

1 Power on the eNB 
After powering the eNB, it establishes connectivity with 

the two MME instances  

2 
The S1AP Counters show that the two S1AP 

associations have been established 
S1AP.S1SetupRequest  2 

S1AP.S1SetupResponse  2 

3 Connect both UEs to the small cell 
The UEs are able to connect to the eNB and communicate 

with a network service like Internet 

4 Check the pcap with Wireshark 

The S1AP messages shall show 2 S1AP Setup procedures, 
one towards each of the MMEs and two S1AP Initial UE 
messages, one towards the MME serving the PLMNID A 
and the second towards the MME serving the PLMNID B 

 
 
 
VoLTE Test Suite 
 

Mobile Originated Call 

Summary 
Verify that eNB supports performing VoLTE calls originated from the UE 

Preconditions 
1. SCTP and S1 registration is established between eNB and MME 
2. eNB is an open access cell 
3. At least IMS APN configured in UE 
4. VoLTE service available in the core 
5. UE is VoLTE native or using a SIP client 
6. Mirror trace is enabled on the MME for the SCTP protocol towards the eNB 

# Step actions Expected Results 

1 
From UE, use SIP agent or native VoLTE call to a 

phone number. 

Dedicated EPS Bearer establishment procedure for GBR 
QCI=1 bearer 

VoLTE call is established 
Bidirectional RTP channel established using the dedicated 

bearer between UE and other end point 
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2 Open wireshark traces 
All the SIP messages involved on the appropriate GTP 

tunnel 

3 
Run from the O/P of the CLI ‘show lte-service 

henb-gateway subscribers verbose’ 
Subscriber has the dedicated bearer QCI=5 and the RTP 

bearer QCI=1 while voice traffic is on. 

4 Verify call on the UE The VoLTE call is established 

 

Mobile Terminated Call 

Summary 
Verify that eNB allows VoLTE call when terminated at UE 

Preconditions 
1. SCTP and S1 registration is established between eNB and MME 
2. eNB is an open access cell 
3. At least IMS APN configured in UE 
4. VoLTE service available in the core 
5. UE is VoLTE native or using a SIP client 
6. UE is SIP registered 
7. Mirror trace is enabled on the MME for the SCTP protocol towards the eNB 

# Step actions Expected Results 

1 Call UE from an external phone 

UE accepts incoming VoLTE call 
Dedicated EPS Bearer establishment procedure for GBR QCI=1 

bearer 
VoLTE call is established 

Bidirectional RTP channel established using the dedicated bearer 
between UE and other end point 

2 Open wireshark traces All the SIP messages involved include the appropriate GTP tunnel. 

3 
Check related subscriber information on 

EPC 
Subscriber has the dedicated bearer QCI=5 and the RTP bearer 

QCI=1 while voice traffic is on. 

4 Verify call on the UE Everything is OK 

 
 
 
 Mobility Test Suite 
 

X2 Handover 

Summary 
Verify that the source and target eNBs execute X2 based HO without a RLF

95
 

Preconditions 
1. SCTP and S1 registration is established between the source and target eNBs and the MME 
2. Both eNBs are configured as open access cells 
3. Mirror trace is enabled on the MME for the SCTP protocol towards the eNB 

# Step actions Expected Results 

1 Power on the Test UE near the source eNB The UE is attached to the eNB source 

2 
Start a data session sending a ping to a reachable 

device ping –s 1200 from the UE 
The pings are received and the responses are reaching the 

UE 

3 Bring the phone near to eNB target Mobile phone is attached to eNB target and the pings are  

4 Check in eNBs X2 handover related counters Everything is OK 
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  Radio link failure (RLF) is a common phenomenon in all radio access technologies like GSM or UMTS or 
wireless-LAN, etc., when the radio channel signal strength is weak to continue with the application. RLF is a 
local event detected by mobile handset (or user equipment-UE) immediately and network nodes come to 
know later. 
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Performance Test Suite 
 

User Plane Throughput UDP DL 

Summary 
Verify the DL performance with UDP traffic during 2 minutes 

Preconditions 
1. SCTP and S1 registration is established between the eNB and the MME 
2. The eNB is an open access cell 
3. UE has the iperf

96
 app already installed 

4. UE is attached to the eNB 
5. The UE acts as a iperf server 
6. The Traffic Generator or TG (a device reachable through the SGi interface) acts as a iperf client 

# Step actions Expected Results 

1 
From the UE execute the iperf app configuring the 

UE as a server with iperf -s -u 
The app shows the IP address of the device 

2 
From the TG execute the iperf app configuring the 

TG as a client with 
 iperf -c 192.168.106.10 -u -b 300m -l 1300 -i 120 

The app shows the available throughput at the 
application layer received by the UE in DL 

 
 

User Plane Throughput UDP UL 

Summary 
Verify the UL performance with UDP traffic during 2 minutes 

Preconditions 
1. SCTP and S1 registration is established between the eNB and the MME 
2. The eNB is an open access cell 
3. UE has the iperf app already installed 
4. UE is attached to the eNB 
5. The UE acts as a iperf client 
6. The Traffic Generator or TG (a device reachable through the SGi interface) acts as a iperf server using as an 

IP address 192.168.106.100 

# Step actions Expected Results 

1 
From the TG execute the iperf app configuring the 

TG as a server with iperf -s -u 
The app shows the IP address of the device 

2 
From the UE execute the iperf app configuring the 

UE as a client with 
 iperf -c 192.168.106.100 -u -b 50m -l 1300 -i 120 

The app shows the available throughput at the 
application layer received by the UE in DL 

 
 

User Plane Throughput TCP with Speedtest 

Summary 
Verify the system performance with the Speedtest application 

Preconditions 
1. SCTP and S1 registration is established between eNB and MME 
2. eNB is an open access cell 
3. UE has the Ookla Speedtest

97
 app already installed 

4. UE is attached to the eNB 

# Step actions Expected Results 

1 From the UE start and execute the Ookla Verify the TCP performance in both DL and UL 
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  The iPerf is a tool for active measurements of the maximum achievable bandwidth on IP networks. It 
supports tuning of various parameters related to timing, buffers and protocols (TCP, UDP, SCTP with IPv4 and 
IPv6). For more details see: https://iperf.fr/en/  

97
  For more details also see: https://www.speedtest.net/  

https://iperf.fr/en/
https://www.speedtest.net/
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Speedtest app connected to a local or external 
Ookla server 

 
 
 

User Plane Latency (RTT) with 1400 Bytes MTU Packets 

Summary 
Verify 1400-byte ping latency using 100 pings at cell edge 

Preconditions 
1. SCTP and S1 registration is established between eNB and MME 
2. eNB is an open access cell 
3. UE has the PingTools app already installed 
4. UE is attached to the eNB 

# Step actions Expected Results 

1 
From the UE send 1400 bytes ping to the app 

server (100 pings) 
Ping –c100 –s1392 120.248.0.19 

Average round trip time ≤ 40ms 

 

Idle to Active C-Plane Latency UE Initiated 

Summary 
Verify 1400-byte ping latency using 100 pings at cell edge 

Preconditions 
1. SCTP and S1 registration is established between eNB and MME 
2. eNB is an open access cell 
3. UE has the PingTools

98
 app already installed 

4. UE is attached to the eNB 

# Step actions Expected Results 

1 Send 1 ping from the UE 

Send 1 ping from the UE 
Calculate the time it takes for the UE to wake UP 

(Time stamp of RRC Connection Reconfiguration Complete 
-  Time stamp of RRC Connection Request) 

2 

Calculate the time it takes for the UE to wake UP 
(Time stamp of RRC Connection Reconfiguration 

Complete -  Time stamp of RRC Connection 
Request) 

Idle to active time ≤ 130 ms 

3 
Repeat until the number of iterations has 

completed 
The mean time should be lower than 100ms 

 

Alarms Test Suite 

PHY Configuration Error Alarm  

Summary 
This test verifies the behaviour of the eNB when the PHY layer reports Configuration error and an alarm is sent when 

configuring ENBFunction.EUtranCellTDD.SRS.SRSMaxUpPTS = 1, as this parameter is not supported 

Preconditions 
1. The eNB is provisioned 
2. SCTP and S1 registration is not established between eNB and the MME 
3. The eNB is configured as an open access cell 
4. Mirror trace is enabled on the MME for the OAM and S1AP protocol towards the eNB 
5. Set the ENBFunction.EUtranCellTDD.SRS.SRSMaxUpPTS = 1 using the OAM, executing this command: 
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  Also see: https://pingtools.org/  

https://pingtools.org/
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a. root@OAM > phy.SIB2.srsMaxUpPts.set 1 

# Step actions Expected Results 

1 
Check that L2 reports that PHY configuration has 

timed out 
The system reports a PHY configuration error in the 

system logs 

2 
Check that the corresponding alarm has appeared 

in the EMS 
The Fault Management System shows the related alarm 

 

5.2.1.2 RAN Slicing subsystem 
 
The portal coordinates the RAN Slicing subsystem. The crew of the aircraft is responsible for the use 
of the portal and the adjustment based on the altimeter output. The test plan is based on the 
following considerations: 
 
 When the portal shows an altitude higher than 1.000 meters, the option for providing cellular 

connectivity to the passengers is enabled. 
 
 The portal issues a command to the SD-RAN controller in order to enable the cellular network, 

which specifies the PLMN-ID to enable. When enabling this tenant, a default slice will be 
allocated using 6RBGs (half in 5MHz) if not otherwise specified. Such a slice can initially be 
used by all the customers in the aircraft.  

 
 
The RAN test plan considers providing a higher amount of resources for business class than for 
economy class, therefore involving the use of two network slices over the frequency domain. In order 
to do show, the following steps must be followed: 
 
 The crew issues from the portal to the SD-RAN controller the command to create a new slice 

within the same PLMN-ID specified before and indicating the RBGs to be assigned to the high 
priority slice. 
 

 The group of UEs (i.e., the passengers in business class) belonging to the high priority slice 
(identified by IMSI) can be defined on the fly (created, moved, removed). Based on this, the 
crew introduces through the portal the IMSI and the ID of the slice to which the priority 
customers are moved. Such an instruction is then forwarded to the eNB, where the 5G-
EmPOWER Agent is in charge of applying the changes in the RAN.  

 

 In order to adjust the priority of the slices, the low priority slice is assigned a lower amount of 
RBGs (e.g., reducing it to the half), while the high priority slice is modified to used 2/3 of the 
radio resources.  

 

 When the aircraft is about to start the approaching, the cellular connectivity must be disable. 
In order to do show, the high priority slice is deleted, and the PLMN-ID of the tenant is 
disabled.   

 
The previous details regarding the test plan of the RAN slicing subsystem can be seen in Figure 29. 
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Figure 29: Test plan for the RAN Slicing case 
 

5.2.2 Services for IFEC Test Plan 
 
The integration and testing of the UC3 network services relates to the integration of the VNFs with 
the MANO environment, with the NFVI and with the monitoring environment. Furthermore, 
functional and non-functional (e.g. performance) characteristics need to be ascertained, to ensure 
that the network services operate within the acceptable limits for the UC.  
 
Following a similar approach to the context of the deliverable D6.2

99
, the next table (i.e.: Table 19) 

contains a set of integration and functional/non-functional tests for the Network Services (NSs). Tests 
that are related to the instantiation and lifecycle management of the services are indicated as 
mandatory, whereas less critical tests are considered optional.  
 
The tests are summarised as follows: 
 

 Lifecycle Management & Configuration (VNF1-VNF5): The VNFs should be able to be 
instantiated by OSM, allocated a set of resources from the NFVI. The minimum requirements 
for the UC3 would be to support lifecycle operations with the standard OSM primitives 
(start/stop/restart, etc.).  
 

 Scaling (VNF6-VNF8): These tests relate to scale-in (removing a VNF from a multi-VNF running 
service), scale-out (adding a VNF to a running service), autoscaling (re-provisioning a running 
instance) or migrating from one service to another one (replacing a NS). Since the passenger 
number is fixed and the scenario dimensionality is not dynamic, most scaling operations can be 
optional. 
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  5G ESSENCE project, Deliverable D6.2: “Prototypes of network services and integration planning for Use Case 
2”.  
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 Service Function Chaining (VNF9): This related to chaining of existing running functions (as 
opposed to the linking of VNFs within a service with vlinks).  

 

 Metrics collection & Non-functional testing (VNF10-VNF15): These tests pertain to the non-
functional characteristics of the VNFs, e.g. performance, availability, security etc. Metrics can 
be collected through the VNFs and Prometheus, or using alternative tools for fault injection, 
etc.). 

 

 Functional testing (VNF16-VNF17): These refer to the testing of the VNF main functionality 
(i.e., its expected role in the UC2 scenario).  
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Table 19: Integration tests for UC3 
 

## ID Name Description 
Priority

100
 

Related 
Components 

Related inputs/triggers Success criteria KPIs 

1 VNF1 VNF deployment NFVO validates, on-boards & enables a package M 

VNFs, OSM, an 
OpenStack PoP 

Actions from the NFVO admin, 
VNF image & descriptors 

VNF descriptor is on-
boarded on Catalogue, 
an invalid descriptor is 

rejected 

N/A 

2 VNF2 VNF instantiation NFVO instantiates an enabled VNF M 
Actions from the NFVO admin, 
VNF is on-boarded & enabled 

NFVO validates the 
existence of resources 

and instantiates a service 

Instantiation 
time 

3 VNF3 
VNF 

decommissioning 
NFVO disables and deletes an on-boarded VNF M Actions from the NFVO admin 

VNF descriptor is 
disabled and removed 

N/A 

4 VNF4 
NS lifecycle 

management 

The VNF receives LCM
101

 messages from the 
NFVO through the SWA-3 interface and 

executes the operation 
M 

A running 
service, OSM, 
an OpenStack 

PoP 

Actions from the NFVO admin 
 

The NS configuration is 
applied 

N/A 

5 VNF5 
NS run-time 

configuration 

Configurations are sent to the running service 
either via direct connection to VM or via SWA-4 

interface 
M 

The NS configuration is 
applied 

N/A 

6 VNF6 NS migration Seamless Migration between running instances O 

Operation is completed 
with no faults or 
interruptions in 

connectivity 

Time to 
complete 
operation 

7 VNF7 NS scaling 
Scale out/in a running service by adding or 

removing a VNF 
O 

8 VNF8 NS Autoscaling Re-provisioning a running instance O 

9 VNF9 
Service Function 

Chaining 
Chain two services together O 

10 VNF10 
Export of VNF 

resource data to 
Prometheus 

The VNF exports resource utilisation data to 
Prometheus 

M 
A running 

instance with 
node_exporter, 

None 
Prometheus receives 

streamed data 
 

                                                           
100

  M: Mandatory, O: Optional 
101

  LCM: LifeCycle Management, includes start/stop msgs and other actions defined in the juju charm build. 
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a running 
Prometheus 

server 

11 VNF11 
Availability of the 
network service 

The network service runs for 1x, 2x, 4x, 8x the 
duration of an end-to-end scenario without 

failures 
M 

A running 
instance in an 

OpenStack PoP 

Rally & Os-faults to induce 
faults and measure KPIs, 

moongen to generate varied 
loads 

Continuous runtime in 
variable load conditions 

Availability %, 
MTBF, MTTR 

12 VNF12 
Network 

Performance 
The network performance of the NS is assessed M 

A running 
instance 

Shaker, moongen (for network 
performance), Neutron QoS 

extension 

The NS  performs as 
expected for UC2 

Latency, packet 
loss, etc. 

13 VNF13 Fault Management The VNF reports faults in case of failure O 
A running 
instance 

Rally & OS-faults to induce 
faults and measure KPIs 

The fault is rectified, if 
the NS has failed 

catastrophically it is re-
deployed 

MTTR 

14 VNF14 VNF security 
Unnecessary services on the VNF are inactive, 

known vulnerabilities patched etc. 
M 

A running 
instance 

Pentesting tools 
The NS is hardened 

against security threats 
N/A 

15 VNF15 VNF privacy 
The VNF provides privacy information, the 

information is easily discoverable and 
comprehensible 

M 

Available as 
part of 

specifications 
and/ or 

through a UI 

Privacy specifications 
Privacy information are 

discoverable 

Time to 
complete a 
cognitive 

walkthrough 

16 VNF16 Transcoding Functional testing M 
A running 
instance 

Actions from the NFVO admin 
Requests from users through 

mobile App 

Transcoded video 
streams are delivered in 
real time to passengers 

Transcoding 
performance 
expressed in 
Frames per 

second  

17 VNF17 vCache Functional testing M 

A running 
instance of the 
VNF & media 

server 

Proxy configuration from the 
admin after the instantiation 

Media server is reachable 
by VNF and video is 

properly cached 
N/A 
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The following table includes some useful tools to measure a variety of KPIs, as defined within the individual VNF 
tests. 
 

Table 20: Tools for NFVI & NFV performance & availability tests 
 

Tool Description of tool KPIs Units Description of KPI 

OpenStack 
Ceilometer 
(OpenStack 

docs: Welcome 
to Ceilometer's 
documentation, 

n.d.) 

OpenStack native data 
collection service, 

Ceilometer data can be used 
to provide customer billing, 

resource tracking, and 
alarming capabilities 

CPU load MHz 
CPU load for each OpenStack 

service 

RAM 
consumption 

Gb 
RAM consumption for each 

OpenStack service 

Instances 
amnt 

Amount 
Max number of instances 

spawned 

Operation 
time 

msec 
Time spent for every instance 

spawn 

Shaker 
(OpenStack 

docs: Shaker, 
n.d.) 

Data Plane testing tool 
(needs to be deployed 

outside OpenStack), can be 
used to measure tenant 

networking performance. 

Latency ms The network latency 

TCP 
bandwidth 

Mbits/s TCP network bandwidth 

UDP 
bandwidth 

packets 
per sec 

Number of UDP packets with 32 
bytes payload 

UDP delay 
jitter 

ms Packet delay variation 

UDP packet 
loss 

% Percentage of lost UDP packets 

TCP 
retransmits 

packets 
per sec 

Number of retransmitted TCP 
packets 

Rally (Overview 
- Rally 1.4.1 

Documentation, 
n.d.) & OS-

Faults 
(Quickstart - os-

faults 0.2.1 
documentation, 

n.d.) 

Rally is a generic testing 
tools to automate & unify 

verification/testing/profiling 
on OpenStack nodes. OS-

faults can be used to 
perform destructive actions 
against OpenStack or Linux-
based network services (e.g. 

cause or emulate service 
faults, node faults, power 

faults etc.) 

Service 
downtime 

sec 
How long the service was not 

available, and operations were in 
error state. 

MTTR sec 
How long it takes to recover 

service performance after the 
failure. 

Absolute 
performance 
degradation 

sec 

The mean of difference in 
operation performance during 
recovery period and operation 

performance when service 
operates normally. 

 
 
For UC3, we can consider that caching and transcoding are non-critical ICT services, therefore a loss of service 
lower than 6 minutes annually (“five nines”) may be considered adequate (Table 20).  
For critical services where it is necessary to avoid any interruptions “seven nines” or higher might be required. 
To ensure high availability, the VNF must ensure that failures happen rarely and that recovery times are 
reasonable.  
Thus, the Mean-Time-Between-Failures (MTBF) and Mean-Time-To-Repair (MTTR) can be used to estimate the 
expected availability of the service: 
 

(Equation 1)  𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 (%) =  
𝑀𝑇𝐵𝐹∗100

𝑀𝑇𝐵𝐹+𝑀𝑇𝑇𝑅
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Table 21: Availability characteristics 

 

Availability % 
Downtime per 

year 
Downtime per 

month 
Downtime per 

week 
Downtime per day 

99.999% ("five 
nines") 

5.26 minutes 26.30 seconds 6.05 seconds 864.00 milliseconds 

99.9999% 
("six nines") 

31.56 seconds 2.63 seconds 604.80 milliseconds 86.40 milliseconds 

99.99999% 
("seven 
nines") 

3.16 seconds 262.98 milliseconds 60.48 milliseconds 8.64 milliseconds 

 

Efficient multicast service. The portal coordinates the actions to be taken by the crew to enable or disable a 
multicast service over Wi-Fi, and directly played on the seat screens.   
 
The multicast services will be based on three different options as described below.  
 
 Safety video demonstration for: (i) business class passengers; (ii) economic class passengers, and; (iii) 

passengers sitting at the emergency exit rows.  
 

 In-flight menu video including: (i) normal menu; (ii) allergic menu, and; (iii) vegetarian menu.  
 

 In-flight status informative video, referring to: (i) take-off, and; (ii) landing operations.  
 
Each video within each category will be delivered to a set of users, which constitute a multicast group of a fixed 
size. It is assumed that when boarding the aircraft, each seat is configured according to the preference of the 
customers, for example one customer can sit on the business class zone, and prefer a vegetarian menu option. 
 
The different videos (i.e., safety, menu or flight status videos) will be enabled and disabled just when the crew 
issues the order. To do that, the crew must instruct the operation using the portal available in the aircraft. The 
aforementioned videos will be stored in a media server in the aircraft. The entities involved in the test plan are 
the portal, the SD-RAN controller, the Wi-Fi APs and the Media Server. Conversely, the crew and the seat 
screens (i.e., the customers sitting in the aircraft) will be the actors.  
 
The test plan regarding the efficient multicast service demonstration is based on the following considerations: 
 
 Each video is pointing a multicast IP address (McastIP) identifying a group of users. 

 
 The relation between the multicast IP addresses and the users MAC addresses, i.e., the MAC addresses 

of the seat screens, ([McastIP address] <-> [user MAC addresses of the group]) is known at the beginning 
and cannot change on the fly. 
 

 The SD-RAN controller should receive from the portal REST call containing an array of McastIPs, and the 
order to enabler (i.e., start) or disable (i.e., stop) the efficient management of a certain multicast 
transmission. When enabled, the SD-RAN Controller will interact with the 5G-EmPOWER Agent available 
at the APs to: (i) estimate the data rate to be used for each transmission, and; (ii) to manage them in 
such a way that high scalability is achieved.  

 
The test plan described before is depicted in Figure 30, as follows: 
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Figure 30: Test plan for the Efficient Multicast service 
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6 Conclusions 
The effort of defining the implementation details of the In-Flight Wireless RAN testbed in Zodiac Aerospace has 
been reflected with a relevant amount of details in several document sections. In any case, and besides this 
document doesn’t target being a deployment plan with a well-defined checklist, as some of the proposed 
details could evolve in a practical implementation for the sake of providing more clarity, potential 
improvements that can be detected during the interoperability and feature verification testing or just the 
internal evolution of the SW components used, that are intrinsically highly dynamic adding and or modifying 
existing features based on a well-defined development plan or opportunistic development needs.  
 
For that reason, the document defines a set of initial technical specifications for the In-Flight testbed to be used 
in the Use Case 3, but doesn’t forget to include a forward looking analysis identifying the needed evolution and 
feature enhancements for representing the reference architecture for embarked 5G networks given the 
benefits that the 5G ESSENCE Cloud Edge architecture and its native support of multi-tenancy and Mobile Edge 
Computing features.  
 
The WP7 In-Flight Testbed can then be characterized by the following features: 
 
 The 5G ESSENCE MultiRAT Radio Access Network is composed of several heterogeneous Radio Access 

Technologies with the ultimate goal of delivering enhanced 5G network services to the end-users. Such 
technologies (e.g., Wi-Fi, 4G and 5G in the future) coexist and cooperate using both licensed and 
unlicensed spectrums and access models to dramatically increase the aggregated network capacity of 
the Radio Access Network (RAN) over multiple frequency bands breaking the traditional technology silos. 
 

 The Licensed Access Network can be defined as a Private Enterprise Cellular Licensed Small Cell Network 
with a Dedicated Multi-Operator Core Network, taking advantage of the architectural enhancements 
defined by 3GPP in Rel.13 and onwards for supporting dedicated core networks fully integrated with 
licensed RAN operating in FDD sub-6GHz spectrum. 

 

 The Unlicensed Access Network is composed by a centrally coordinated WiFi infrastructure, managed by 
the two WiFi cSD-RAN controllers developed during for the 5G ESSENCE project supporting novel slicing 
features, being the enablers that allows coordinating the different access points through an entity that 
implements several Layer 3 procedures over a set of WiFi Access Points. 

 

 The service isolation requirements and the Multi-Tenancy requirements lead to implement a MOCN 
architecture with two isolated Core Network instances intended to physically separate the services used 
by the Crew and the services used by the passengers’ traffic by means of independently manage 
different internal operators through two Core Network instances. 
 

 The overall network planning requires a relevant effort in terms. 
 

 User Authentication and User mobility are crucial features, as determine the way the user is managed in 
order to grant the user access to the different services and Packet Data Networks accessible from the 
mobile network. Over these basic features, the Roaming between Home and Visited Networks is a 
fundamental characteristic for allowing cross-domain and cross-operator authentication, accounting and 
charging. 

 

 The development and deployment of the key network services: The 5G ESSENCE strives to maintain 
compliance to the ETSI NFV & MANO standards, and the 5G ESSENCE Edge Cloud, self-containing the 
Main DC and the Light DC follows this NFVI standardization proposal using a NFVI based in OpenStack 
where the different application and services are deployed using a specific strategy. 

 

 The different network services identified and deployed in this scenario are probably the most 
paradigmatic services to evaluate the user experience enhancements of the future aircraft passenger, as 
Internet Access, Video Services and Voice Services are killer application on today´s wireless networks. 
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The services are also linked and coordinated, implementing a service chain that responds to a potential 
business model implementation, like in case of vCache, Transcoding and Efficient Multicast, where all 
the services are working together for providing the end user a highly reliable and high quality content 
delivery solution. 
 

 The design of this 5G network realization has highlighted as well the inputs provided from the WP4 for 
providing a comprehensive monitoring system suitable to be used in several 5G ESSENCE use cases, 
highlighting the benefits of using the Prometheus platform as the foundation of this proposal. 

 

 User Authentication and User mobility are crucial features, as determine the way the user is managed in 
order to grant the user access to the different services and Packet Data Networks accessible from the 
mobile network. Over these basic features, the Roaming between Home and Visited Networks is a 
fundamental characteristic for allowing cross-domain and cross-operator authentication, accounting and 
charging, implementing a DECOR solution for enforcing using the dedicated core network onboard. 
 

 The different network management services have been described and explored to verify the most 
relevant aspects of using a fully virtualized environment with Cloud related KPIs and RAN related KPIs. 
 

 Finally, the evolution of the proposed solution to become a fully commercial solution has been sketched 
here, defining the different players needed for providing all the required services to the In-Flight 
network. 

 
With this work, the 5G ESSENCE provides a relevant piece for the evolution of the 5G technology, bringing into 
the commercial planes a fully featured 5G RAN infrastructure with the ability of generating new revenue 
streams for one of the most dynamic and expansive industries today, the commercial passenger flights, which 
turn to be a milestone of paramount importance for the 5G ESSENCE project.  
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